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Abstract— Cyber Security plays an important role in the development of information technology as well as Internet services. Our attention 
is usually drawn on “Cyber Security” when we hear about “Cyber Crimes”.  Our first thought on “National Cyber Security” therefore starts 
on how good is our infrastructure for handling “Cyber Crimes” [1]. This paper focus on cyber security emerging trends while adopting new 

technologies such as mobile computing, cloud computing, e-commerce, and social networking. The paper also describes the challenges 
due to lack of coordination between Security agencies and the Critical IT Infrastructure. 

Index Terms— cyber security, cyber crime, cloud computing, e-commerce, mobile computing, social networking.   
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1 INTRODUCTION                                                                     

HE Internet is one of the fastest-growing areas of technical 

infrastructure development [2]. In today’s business envi-

ronment, disruptive technologies such as cloud computing, 

social computing, and next-generation mobile computing are 

fundamentally changing how organizations utilize informa-

tion technology for sharing information and conducting com-

merce online [3]. Today more than 80 percent of total commer-

cial transactions are done online, so this field required a high 

quality of security for transparent and best transactions.  

 The scope of Cyber Security extends not only to the 

security of IT systems within the enterprise, but also to the 

broader digital networks upon which they rely including cy-

ber space itself and critical infrastructures [4]. Cyber security 

plays an important role in the ongoing development of infor-

mation technology, as well as Internet services [5]. Enhancing 

cyber security and protecting critical information infrastruc-

tures are essential to each nation's security and economic well-

being. Making the Internet safer (and protecting Internet us-

ers) has become integral to the development of new services as 

well as governmental policy [6]. Deterring cybercrime is an 

integral component of a national cyber security and critical 

information infrastructure protection strategy. 

The formulation and implementation of a national 

framework and strategy for cyber security thus requires a 

comprehensive approach [7]. Cyber security strategies for ex-

ample, the development of technical protection systems or the 

education of users to prevent them from becoming victims of 

cybercrime can help to reduce the risk of cybercrime [8]. The 

development and support of cyber security strategies are a 

vital element in the fight against cybercrime [9]. 

The fight against cybercrime needs a comprehensive ap-

proach. Given that technical measures alone cannot prevent 

any crime, it is critical that law enforcement agencies are al-

lowed to investigate and prosecute cybercrime effectively [10]. 

2    LATEST ON CYBER SECURITY ISSUES  

Privacy and data theft will be the top security issues that or-

ganizations need to focus. We live in a world where all infor-

mation is in digital form. Social networking sites provide a 

space where users feel safe as they interact with friends and 

family. In the case of home users, cyber-criminals would con-

tinue to target social media sites to steal personal data. 

There will be new attacks on Android operating system-

based devices, but it will not be on a massive scale. The fact 

tablets share the same operating system as smart phones 

means they will be soon targeted by the same malware as 

those platforms. The number of malware specimens for Macs 

would continue to grow, though much less than in the case of 

PCs. Windows 8 will allow users to develop applications for 

virtually any device (PCs, tablets and smart phones) running 

Windows 8, so it will be possible to develop malicious applica-

tions like those for Android [11]. 
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Fig. 1. Cyber Crime in India. (Indian Panel Code, Cyber Crime 
Registered are doubled from 420 to 966 between year 2009 and 
2010) [12].  
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3 RECENT SURVEY ISSUES ON CYBER SECURITY 

TRENDS 

 

The following list was developed from cyber security research 

and survey [13] [14] [15]. 

 

3.1 Mobile Devices and Apps 

The exponential growth of mobile devices drives an exponen-

tial growth in security risks. Every new smart phone, tablet or 

other mobile device, opens another window for a cyber attack, 

as each creates another vulnerable access point to networks. 

This unfortunate dynamic is no secret to thieves who are 

ready and waiting with highly targeted malware and attacks 

employing mobile applications. Similarly, the perennial prob-

lem of lost and stolen devices will expand to include these 

new technologies and old ones that previously flew under the 

radar of cyber security planning. 
 

3.2 Social Media Networking  

Growing use of soc media will contribute to personal cyber 

threats. Social media adoption among businesses is skyrocket-

ing and so is the threat of attack. In 2012, organizations can 

expect to see an increase in social media profiles used as a 

channel for social engineering tactics. To combat the risks, 

companies will need to look beyond the basics of policy and 

procedure development to more advanced technologies such 

as data leakage prevention, enhanced network monitoring and 

log file analysis. 
 

 

3.3 Cloud Computing  

More firms will use cloud computing. The significant cost sav-

ings and efficiencies of cloud computing are compelling com-

panies to migrate to the cloud. A well designed architecture 

and operational security planning will enable organizations to 

effectively manage the risks of cloud computing. Unfortunate-

ly, current surveys and reports indicate that companies are 

underestimating the importance of security due diligence 

when it comes to vetting these providers. As cloud use rises in 

2012, new breach incidents will highlight the challenges these 

services pose to forensic analysis and incident response and 

the matter of cloud security will finally get its due attention. 
 

3.4 Protect systems rather Information  

The emphasis will be on protecting information, not just sys-

tems. As consumers and businesses are like move to store 

more and more of their important information online, the re-

quirements for security will go beyond simply managing sys-

tems to protecting the data these systems house. Rather than 

focusing on developing processes for protecting the systems 

that house information, more granular control will be de-

manded - by users and by companies - to protect the data 

stored therein. 
 

3.5 New Platforms and Devices  

New platforms and new devices will create new opportunities 

for cybercriminals. Security threats have long been associated 

with personal computers running Windows. But the prolifera-

tion of new platforms and new devices - the iPhone, the iPad, 

Android, for example - will likely create new threats. The An-

droid phone saw its first Trojan this summer, and reports con-

tinue with malicious apps and spyware, and not just on An-

droid. 
 

3.6 Everything Physical can be Digital  

The written notes on a piece of paper, the report binder and 

even the pictures on the wall can be copied in digital format 

and gleaned for the tools to allow a activist-type of security 

violation, and increasingly this will be a problem. 

4 PRACTICES AND CONCERN BY GOVERNMENTS FOR 

CYBER SECURITY 

Ensure that national cyber security policies encompass the 

needs of all citizens and not just central government facilities. 

Encourage the widespread ratification and use of the Cyber-

crime Convention and other potential international treaties. 

Support end-user education as this benefits not only the indi-

vidual user and system but reduces the numbers of unpro-

tected computers that are available for hijacking by criminals 

and then used to mount attacks. 

 

 

Fig. 2. Government Websites Hacked [12]. 
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Use procurement power, standards-setting and licensing 

to influence computer industry suppliers to provide properly 

tested hardware and software. Extend the development of 

specialist police and forensic computing resources. Support 

the international Computer Emergency Response Team 

(CERT) community, including through funding, as the most 

likely means by which a large-scale Internet problem can be 

averted or mitigated. Fund research into such areas as: Streng-

thened Internet protocols, Risk Analysis, Contingency Plan-

ning and Disaster Propagation Analysis, Human Factors in the 

use of computer systems, Security Economics [16].  

5 SPECIFIC CYBER SECURITY TECHNOLOGIES 

5.1 Access Control and Identity Management  

The username/password combination has been a 

fundamental of computer access control since the early 

1960s. 

5.2 Authentication  

Documents need to be authenticated as having originated 

from a trusted source and that they have not been 

subsequently altered. 

5.3 Malware scanners  

Software that is regularly scans files and messages for 

malicious code. 

5.4 Firewalls  

A firewall program will monitor traffic both into and out 

of a computer and alert the user to apparent unauthorized 

usage. 

5.5 Cryptography  

It is used in two main ways in information security. The 

better known is to provide confidentiality by encrypting 

stored data and data in transit. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6 POSSIBLE COUNTERMEASURE TECHNIQUES 

By using sound cyber security practices, users and organiza-

tions can strengthen readiness and response to help defend 

against the myriad of challenges and mitigate potential im-

pacts of incidents: Make sure that you have encryption and 

password features enabled on your smart phones and other 

mobile devices. Properly configure and patch operating sys-

tems, browsers, and other software programs. Use and regu-

larly update firewalls, anti-virus, and anti-spyware programs. 

Be cautious about all communications; think before you click. 

Don't reveal too much information about yourself on social 

media websites.  Depending on the information you reveal, 

you could become the target of identity or property. Complain 

about illegal communication and activities, if found to Internet 

service Providers and local law enforcement authorities.  

7 KEY CHALLENGES TO SOCIETY 

Our Nation’s critical infrastructures are composed of public 

and private institutions in the sectors of public health, 

emergency services, government, defense industrial base, 

information and telecommunications, energy, transportation, 

banking and finance. India’s reliance on technology also 

reflects from the fact that India is shifting gears by entering 

into facets of e-governance. India has already brought sectors 

like income tax, passports visa under the realm of e -

governance. Sectors like police and judiciary are to follow. The 

travel sector is also heavily reliant on this. Most of the Indian 

banks have gone on full-scale computerization. This has also 

brought in concepts of e-commerce and e-banking. The stock 

markets have also not remained immune [1]. 

8 CONCLUSION 

Cyber crime is now serious, widespread, aggressive, growing, 

and increasingly sophisticated, and poses major implications 

for national and economic security. Many industries, institu-

tions, public- and private-sector organizations (particularly 

those within the critical infrastructure) are at significant risk. 

For businesses and governments alike, getting the Cyber Secu-

rity posture right across all its elements will be vital for future 

growth, innovation and competitive advantage. There is no 

single answer for success, but by working across public and 

private sector partnerships and by advancing security meas-

ures particularly with regard to mission-critical systems, 

processes and applications that are connected into cyberspace, 

businesses will be able to work towards a future environment 

that is both open and secure and prosperous. 

 

 

 

Fig. 3. Percentage of Malware Attacks [18]. 
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