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Abstract—Cloud computing has powerful advantages and many enterprise applications and data are migrating to public or hybrid cloud.
Currently, we have given rise to the success of cloud computing. By applying cloud computing in business application to the third party it
causes some issues related to security and privacy it will become a critical. After complete study of cloud computing they get a new
common goal to review of existing security and privacy problems. We have identified five most representative security and privacy
attributes in cloud computing i.e., confidentiality, integrity, availability, accountability and privacy-preservability.By using these attributes, we
get the relationships among them, the weakness that may be exploited by attackers, the threat models, as well as existing defense

strategies in a cloud environment.

Index Terms— Minimum 7 keywords are mandatory, Keywords should closely reflect the topic and should optimally characterize the
paper. Use about four key words or phrases in alphabetical order, separated by commas.

1 INTRODUCTION

OWADAYS in cloud computing many organizations, by

putting their applications we get increase benefits in

Small and Medium Business (SMB) enterprises. It may
lead to gain in efficiency and effectiveness in developing and
deployment because of adoption of cloud computing as well
as save the cost in purchasing and maintaining the infrastruc-
ture.

It enables on demand provisioning of computational
and storage resources which is represented by a new business
model and paradigm. Because of cloud computing fact it
gives economic benefits which consist of the main drive. As
well as cloud computing offers an effective way to reduce
capital expenditure and operational expenditure.The defini-
tion of cloud computing is given in many literatures but it has
not recognize widely.

2 LITERATURE REVIEW

The cloud computing has many potential advantages as com-
pared to the traditional IT model. But from the customers
perspective, cloud computing security concerns remain a ma-
jor problem for the adoption of cloud computing. As per to a
survey from IDCI in 2009, 74% IT managers and CIOs believed
that the primary challenge that obstruct them from using
cloud computing services is cloud computing security issues.
Another survey carried out by Garter in 2009, more than 70%
CTOs believed that the primary reason not to use cloud com-
puting services is that there are data security and privacy con-
cerns.

If cloud computing service providers touted the reliability and
security of their services then the actual deployment of cloud
computing services is not as safe as reliable they claim. In
2009, the major cloud computing vendors successively ap-
peared in several accidents. In March 2009, security vulnera-
bilities in Google. We see, a global failure up to 4 hours in
Google Gmail. It was exposed that there was serious security
vulnerability in VM war virtualization software for Mac ver-
sion in May 2009. People with beyond what is seen motives
can take advantage of the vulnerability in the Windows virtual

machine on the host Mac to execute malicious code. Micro-
soft's Azure cloud computing platform also took place a se-
rious outage accident for about 22 hours.delivery models and
deploy models of cloud computing, compared with the tradi-
tional IT environment, however, cloud computing may face
different risks and challenges. In cloud computing environ-
ments there is also present traditional security issues. Tradi-
tional security mechanisms are no longer suitable for applica-
tions and data in cloud. Due to the openness and multi-
characteristic of the cloud, cloud computing is bringing excel-
lent impact on information security field:

(1) There are features of cloud computing models i.e., dynamic
scalability, service abstraction, and location transparency that
all kinds of applications and data on the cloud platform have
no fixed infrastructure and security boundaries.

(2) As per to the service delivery models of cloud

computing, resources cloud services based on may be by mul-
tiple providers. As there is a disagreement of interest, it is dif-
ficult to deploy a unique security measures.

(3) Because of the openness of cloud and sharing virtualized
resources can also used by other unauthorized users.

(4) As the cloud platform has to deal with massive

information storage and to acess a fast delivery, cloud security
measures have to meet the need of massive information
processing.

V. Kavitha and S. Subashini made an investigation on cloud
computing security issues from the cloud computing service
delivery models (SPI model) and give a detailed information
and assessment method description for every security issue.
Mohamed Al Morsy, John Grundy and Ingo Miiller explored
the cloud computing security issues from different perspec-
tives and also including security issues associated with cloud
computing architecture, service delivery models, cloud charac-
teristics. Yanpei Chen, Vern Paxson and Rand H. Katz be-
lieved that two aspects are to some degree new and essential
to cloud: first, the complexities of multi-party trust considera-
tions, and second the ensuing need for mutual auditability.
They also point out some new opportunities in cloud compu-
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ting security.

3 ABOUT CLouD COMPUTING AND SECURITY ISSUSES

As demonstrated in this document, the numbering for sections
upper case Arabic numerals, then upper case Arabic numerals,
separated by periods. Initial paragraphs after the section title
are not indented. Only the initial, introductory paragraph has
a drop cap.

2.2 Cloud Architecture

Fig. 1 shows the general architecture of a cloud platform also
called as cloud stack. Building upon hardware facilities are
mostly supported by modern data centers. Cloud services may
be offered is in various forms i.e., from the bottom layer to top
layer. In a cloud stack, each particular layer represents one
service model. There are three services.
1.Infrastructure-as-a-Service (laaS).

2 Platform-asa-Service (PaaS).

3.Software as a Service (SaaS)

Infrastructure-as-a-Service (laaS) is offered in the bottom
layer, where resources are aggregated and it managed physi-
cally , and the services are delivered in forms of storage, net-
work or computational capability. The middle layer delivers
Platform-asa-Service (PaaS), in which services are provided
for programming or software execution . Software as a Service
(SaaS) is in top layer, in which a cloud provider further con-
fines client flexibility by merely offering software applications
as a service. Apart from the service, the cloud provider main-
tains a suite of management tools and facilities are available to
manage a large cloud system.

Cloud Clients
Web browser, mobile app, thin client, terminal
emulator, ...

Saas

d, Email, virtual desktop, communication,
CRM, Email, virtual deskt t
games, ...

Paas

Execution runtime, database, web server,

Pl o

development tools, ... ecu-
43 laas
T2 Virtual machines, servers, storage, load

balancers, network, ...

Fig. 1. General architecture of a cloud platform.

rity". It is an evolving sub-domain of computer security, net-
work security, and information security. It used a broad set of
policies, technologies, and controls deployed to protect data,
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applications, and the associated infrastructure of cloud com-
puting”. Note that cloud computing Security referred to here
is not cloud-based security software products such as cloud-
based anti-virus, anti-spam, anti-DDoS, and so on.

2.4 Security Issues Associated with the Cloud

There are many security issues related with cloud computing
as well as they can be grouped into any number of dimen-
sions. As per to Gartner, before making a choice of cloud ven-
dors, there are seven specific safety issues: Privileged user
access, regulatory compliance, data location, data segregation,
recovery, investigative support and long-term viability. In
2009, Forrester Research Inc. evaluated security and privacy
practices of some of the leading cloud providers in three major
aspects:

1) Security and privacy

2) compliance

3) legal and contractual issues.

Cloud Security Alliance (CSA) is collecting solution pro-

viders, loss and single to enter into discussion about the
present and future best practices for information in the cloud.

2.5 Data Life Cycle

Data life cycle refers to the entire process from generation to
destruction of the data. There are seven data life cycle stages:

1. Data Generatlion:
Data generation is included in the data itself. In the
traditional IT atmosphere, usually users or organiza-
tions own and manage the data. But if data is to be
migrated into cloud that it should be considered as
how to maintain the data ownership. For private in-
formation, data owners are entitled to know what
personal information is collected.

2. Transfer:
Within the boundaries, data transmission usually
does not need encryption, or only a simple data en-
cryption measure. For data transmission across en-
terprise boundaries, both data confidentiality and in-
tegrity should be ensured in order is prevent to data
from being tapped and tampered by an unauthorized
users. In the other words, the data encryption is not
enough. Data integrity is also required to be ensured.
Hence it should ensure that transport protocols pro-
vide both the confidentiality and integrity.

3. Use:
For the static data using a simple storage service,
such as Amazon S3, data encryption is feasible.
However, for the static data used by cloud-based ap-
plications in PaaS or SaaS model, data encryption in
many cases is not feasible. Because data encryption
will lead to problems of indexing and query, the stat-
ic data used by Cloud-based applications is generally
not encrypted. Not only in cloud, but also in tradi-
tional IT environment, the data being treated is al-
most not encrypted for any program to deal with.
Unencrypted data in the process is a serious threat to
data security. According the use of personal data,
situations are more complicated. The owners of pri-
vate data require to focus on and ensure whether the
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use of personal information is consistent with the
purposes of information collection and whether per-
sonal information is being shared with third parties,
for example, cloud service providers.

4. Share:
Nowadays data sharing is important for accesing da-
ta it widely use range of the data and renders data
permissions more complex. The data owners can au-
thorize the data access to one party. The party can
share the data to another party without the consent
of the data owners. Hence, at the time of data shar-
ing, specially when shared with the third party, the
data owners required to consider whether the third
party continues to maintain the original protection
measures and usage restrictions. Regarding sharing
of private data, in addition to authorization of data
sharing.

5. Storage:
The data in the cloud may be divided into:
(1) The data in IaaS environment, such as Amazon's
Simple Storage Service.
(2) The data in PaaS or SaaS environment related to
cloud based applications. The data stored in the
cloud storages is similar with the ones stored in other
places and needs to consider three aspects of infor-
mation security: confidentiality, integrity and availa-
bility.
control, Otherwise, this may result in the availability
or privacy threats.

6. Archival:
Archiving for data focuses on the storage media, to
provide off-site storage and storage duration. If the
data is stored on portable media then the media is
out of control, the data are to take the risk of leakage.
If the cloud service providers do not provide off-site
archiving, the availability of the data will be threat-
ened. Again, storage duration is consistent with arc-
hival requirements otherwise, this may result in the
availability or privacy threats.

7. Destruction:
When the data is no longer needed, it has been com-
pletely destroyed. Due to the physical features of sto-
rage medium, the data deleted may still exist and can
be restored.

4 CURRENT PRIVACY PROTECTION AND DATA
SECURITY

In June 2009 IBM developed a fully holomorphic encryption
scheme. This scheme allows data to be processed without be-
ing decrypted. Roy I and Ramadan HE applied decentralized
information flow control (DIFC) and differential privacy pro-
tection technology into data generation and calculation stages
in cloud and put forth a privacy protection system called air-
avat.

The system also can prevent privacy leakage without authori-
zation in Map-Reduce computing process. A key problem for
the data encryption solutions is key management. The Organi-
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zation for the Advancement of Structured Information Stan-
dards (OASIS) Key Management Interoperability Protocol
(KMIP) is try to solve issues. About data integrity verification,
because of data communication, transfer fees and time cost,
the users can not first download data to verify its correctness
and then upload the data. NEC Labs's provable data integrity
(PDI) solution can support public data integrity verification.
Cong Wang proposed a mathematical way to verify the integr-
ity of the data dynamically stored in the cloud .

In the data storage and use stages, Mowbray proposed a
client-based privacy management tool . It provides a user cen-
tric trust model to help users to control the storage and use of
their sensitive information in the cloud. Munts-
Mulerodiscussed the problems that existing privacy protection
technologies faced when applied to large data and analyzed
current solutions . The challenge of is sharing data while pro-
tecting personal data privacy information. RandikeGaja-
nayake proposed a privacy protection framework based on
information accountability (IA) components . The IA agent can
identify the users who are accessing information and the types
of information they use. When appropriate misuse is detect,
the agent defines a set of methods to hold the users accounta-
ble for misuse. methods of data (destruction) security, but it
does not provide any specific requirements for how these two
methods are to be achieved. The National Institute of Stan-
dards and Technology (NIST) Special Publication .

5 CONCLUSION

Throughout this paper, studied the security and privacy issues
in cloud computing .According to the analysis for data securi-
ty and privacy protection issues above, it is expected to have
an integrated and comprehensive security solution to meet the
needs of defense in depth. Regarding privacy protection, pri-
vacy data identification and isolation are the primary tasks.
They should be considered during the design of cloud-based
applications
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