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Integrating AES, DES, and 3-DES Encryption
Algorithms for Enhanced Data Security

Gurpreet Singh, Supriya Kinger

Abstract—With the progression of digital data exchange in electronic way, information security is becoming more essential in data storage
and transmission. Encryption algorithms play a major role in the information security systems. The main objective of the use of encryption
algorithms is to protect data and information in order to achieve privacy. This paper provides the evaluation of encryption algorithms like
AES, DES and 3DES. A comparison has been conducted for these encryption algorithms and AES is found to be the best encryption
algorithm in terms of speed and security. This paper also proposes a new method to technique to encrypt files. AES, DES, 3DES
algorithms have been used in parallel and results obtained are places together in a common file. Reverse process has been done to

decrypt the encrypted file to obtain original text file.

Index Terms— Information Security, Cryptography, Encryption Algorithm, AES, DES, 3DES, Encryption, Decryption.

1 INTRODUCTION

With the speedy development of computer technology and
advancement of internet, the importance and value of ex-
changed data are increasing. The widen usage of digital media
for information transmission through secure and unsecured
channels exposes messages sent via networks to intruders or
third parties. Therefore to counterpart this weakness, many
researchers have come up with efficient algorithms to encrypt
information from plain text (or clear text) into cipher text (or
encrypted data) [1].

Cryptography is a key technology for achieving infor-
mation security in various fields such as computer science, e-
commerce, and in the emerging information society. Cryptog-
raphy is the art of combining some input data, called the
plaintext, with a user-specified password (or key) to generate
an encrypted output, called cipher text, in such a way that,
given the cipher text, it is extremely difficult to recover the
original plaintext without the key. A key is a sequence of sym-
bols that controls the cryptographic operations, such as en-
cryption, decryption, signature generation or signature verifi-
cation [2], [3]. The simplicity or complexity of encryption pro-
cess depends on encryption algorithm and the key which is
used in algorithm to encrypt or decrypt the data. According to
the Kirchhoff, the security of the encryption system should
depend on the secrecy of the key rather than encryption algo-
rithm. The security level of the encryption algorithm should
depend on the size of the key space, secrecy of the key, length
of the key, initialization vector and how they all work togeth-
er.

Depending upon the number of keys used, modern crypto-
graphic algorithms are classified as asymmetric algorithms
(public key) and symmetric algorithms (secret key). In sym-
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metric algorithms, both parties (i.e. sender and receiver) share
the same key for encryption and decryption whereas in
Asymmetric algorithms two keys are used. One key is used for
encryption, called "public key" and the other key is used for
decryption, called "private key". Many schemes used for en-
cryption constitute the area of study known as cryptography
as shown in Fig. 1.

2 EXISTING ENCRYPTION ALGORITHMS

2.1 Data Encryption Standard (DES)

DES is one of the most widely accepted, publicly available
cryptographic systems. It was developed by IBM in the 1970s
but was later adopted by the National Institute of Standards
and Technology (NIST), as Federal Information Processing
Standard 46 (FIPS PUB 46). The Data Encryption Standard
(DES) is a block Cipher which is designed to encrypt and de-
crypt blocks of data consisting of 64 bits by using a 64-bit key
[4], [5].

Although the input key for DES is 64 bits long, the actual
key used by DES is only 56 bits in length. The least significant
(right-most) bit in each byte is a parity bit, and should be set
so that there are always an odd number of 1s in every byte.
These parity bits are ignored, so only the seven most signifi-
cant bits of each byte are used, resulting in a key length of 56
bits. The algorithm goes through 16 iterations that interlace
blocks of plaintext with values obtained from the key. The
algorithm transforms 64-bit input in a series of steps into a 64-
bit output. The same steps, with the same key are used for
decryption. There are many attacks and methods recorded till
now those exploit the weaknesses of DES, which made it an
insecure block cipher. Despite the growing concerns about its
vulnerability, DES is still widely used by financial services and
other industries worldwide to protect sensitive on-line appli-
cations [6], [7].

The flow of DES Encryption algorithm is shown in Fig. 2.
The algorithm processes with an initial permutation, sixteen
rounds block cipher and a final permutation (i.e. reverse initial
permutation).
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2.2 Triple DES (3DES)

3DES or the Triple Data Encryption Algorithm (TDEA) was
developed to address the obvious flaws in DES without de-
signing a whole new cryptosystem. Data Encryption Standard
(DES) uses a 56-bit key and is not deemed sulfficient to encrypt
sensitive data. 3-DES simply extends the key size of DES by
applying the algorithm three times in succession with three
different keys. The combined key size is thus 168 bits (3 times
56). TDEA involves using three 64-bit DEA keys (K1, K2, K3)

in Encrypt-Decrypt- Encrypt (EDE) mode, that is, the plain
text is encrypted with K1, then decrypted with K2, and then
encrypted again with K3 [9]. The standards define three key-
ing options:

Option 1, the preferred option, employs three mutually in-
dependent keys (K1 # K2 # K3 #K1). It gives keyspace of 3 x
56 =168 bits.

Option 2 employs two mutually independent keys and a
third key that is the same as the first key (K1 #K2 and K3 =
K1). This gives keyspace of 2 x 56= 112 bits.

Option 3 is a key bundle of three identical keys (K1 = K2 =
K3). This option is equivalent to DES Algorithm.

In 3-DES the 3-times iteration is applied to increase the en-
cryption level and average time. It is a known fact that 3DES is
slower than other block cipher methods [10], [11].

2.3 Advanced Encryption Standard (AES)

AES is the new encryption standard recommended by NIST to
replace DES in 2001. AES algorithm can support any combina-
tion of data (128 bits) and key length of 128, 192, and 256 bits.
The algorithm is referred to as AES-128, AES-192, or AES-256,
depending on the key length. During encryption-decryption
process, AES system goes through 10 rounds for 128-bit keys,
12 rounds for 192-bit keys, and 14 rounds for 256-bit keys in
order to deliver final cipher-text or to retrieve the original
plain-text [12]. AES allows a 128 bit data length that can be
divided into four basic operational blocks. These blocks are
treated as array of bytes and organized as a matrix of the order
of 4x4 that is called the state. For both encryption and decryp-
tion, the cipher begins with an AddRoundKey stage. Howev-
er, before reaching the final round, this output goes though
nine main rounds, during each of those rounds four transfor-
mations are performed; 1) Sub-bytes, 2) Shift-rows, 3) Mix-
columns, 4) Add round Key. In the final (10th) round, there is
no Mix-column transformation [6], [13]. Fig. 3 shows the over-
all process. Decryption is the reverse process of encryption
and using inverse functions: Inverse Substitute Bytes, Inverse
Shift Rows and Inverse Mix Columns.

Each round of AES is governed by the following transfor-
mations [4]:

1. Substitute Byte transformation

AES contains 128 bit data block, which means each of the

data blocks has 16 bytes. In sub-byte transformation, each byte
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(8-bit) of a data block is transformed into another block using
an 8-bit substitution box which is known as Rijndael Sbox.
2. Shift Rows transformation
It is a simple byte transposition, the bytes in the last three
rows of the state, depending upon the row location, is cyclical-
ly shifted. For 2nd row, 1 byte circular left shift is performed.
For the 3rd and 4th row 2-byte and 3-byte left circular left
shifts are performed respectively.
3. Mixcolumns transformation
This round is equivalent to a matrix multiplication of each
Column of the states. A fix matrix is multiplied to each col-
umn vector. In this operation the bytes are taken as polynomi-
als rather than numbers.
4. Addroundkey transformation
It is a bitwise XOR between the 128 bits of present state and
128 bits of the round key. This transformation is its own in-
verse.
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Fig. 3. AES (Advanced Encryption Standard) Process [4]

3 PROPOSED WORK AND EXPERIMENTAL EVALUATION

In proposed work, the most popular modern encryption algo-
rithms such as AES, DES and 3DES are stated. DES was one of
the first encryption schemes used for electronic communica-
tions. Because it was found to be too weak, 3DES was created,
which uses DES three times. But 3DES algorithm is not more
popular primarily due to speed and out of these algorithms
AES is better in terms of speed and security. AES is much
harder to break than other two algorithms. Comparison of
these three algorithms in terms of speed is shown in Fig. 4 and
Fig. 5.
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Fig. 5. Time taken by AES, DES and 3DES to decrypt file

In Fig. 4 and Fig. 5, AES, DES and 3DES algorithms have
been compared w.r.t. time and file size. Here, t1 is the time
taken by AES, t2 by DES and t3 by 3DES. X-axis shows the file
size of text files selected randomly in MB and Y-axis shows the
execution time in seconds. Fig. 4 shows the time to encrypt the
data corresponding to file size whereas the Fig. 5 shows the
decryption time. In both the processes, AES algorithm takes
the least time as compared to DES and 3DES.

Fig. 6 shows the total time taken to encrypt the file using
three algorithms (t1+ t2+ t3 is the total time taken) and also
the time taken when the process of encrypting the file using
three algorithms run in parallel. Fig. 7 shows the total time
taken to decrypt the file using three algorithms and also the
time taken when the process of decrypting the file using three
algorithms runs in parallel. Clearly, it can be seen that time
taken by all three algorithms running in parallel is less.
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In proposed work, first the input file is encrypted by using
three algorithms AES, DES and 3DES then the result after en-
cryption is merged into a single file using splitter "~ >6". The
splitter is used to distinguish the result of three algorithms.
Also, it helps to decrypt the merged file into three different
files by using corresponding algorithms to get the input text.
The file size of the merged file after encryption is three times
(including size of splitter) than that of individual encrypted
files generated by these three algorithms.

The advantage of above mentioned process is that the
merged file is difficult to decrypt as three algorithms are being
used instead of single algorithm. The intruder (or cracker) will
not be able to predict which algorithm is being used in this
process.

On completion of the whole process, the output files after
decryption are compared with each other by using MD5 hash-

2061

ing algorithm to check if contents within the files are same.

3.1 Experimental Evaluation

The proposed work is applied to the file which contains the
text “Information Security” and the steps to obtain the results
for encryption are as follows:

Step- 1: Using the DES algorithm convert string “Infor-
mation Security” into “  ‘M)g(z=Om7NeOuhzd-Y” by apply-
ing the 64-bitkey K={?,",1, ~,{, S, ], o}.

Step-2: Add the splitter "~ >6" to the output obtained in
Step- 1. So the result becomes “  ‘M)g(z=Om7NeéOuthzd- Y~
>6//.

Step-3: Now, using 3DES algorithm convert string “Infor-
mation  Security” to get the encrypted string
“0g*=S.£114™]=7UeloU-{E” by using 192 bit key, K={ &, !, +, t,
(w,51{sjH-6deo0,$261<a @ #].

Step-4: Add the output of 3DES algorithm to the result ob-
tained in Step- 2. So the result becomes “
‘M)o(z=Om7NeOuthzd-Y~
>60¢ *=S.£11+™]=ZUeloU-{E”.

Step-5: Again, add the splitter "~ >6" to the result obtained
in Step- 4. It gives the result*  ‘M)@(z=Om7NeOuhzd-Y~
>60¢ *=S.£111™]=ZUeloU-{E~ >6".

Step-6: Finally, AES encryption algorithm having 128- bit
key, K={d,*, U,?, ~ 1, k- 2f{a, [ 1t k}is applied to the
input string “Information Security” to obtain the result
“@AgUFYFt—tlo =%oi=/ EY QOFy+d".

Step-7: The result obtained in the Step- 6 is added to the re-
sult obtained in Step- 5 to get the final result, which is
‘M)o(z=Om7NeOuthzd-Y~
>60¢ *=S.£111™]=ZUeloU-{E~
>6EAgUTYFt—tlo =%oi=/ EY QOFy+d”.

The merged file contains the above final result. By applying
the process of decryption the user will get the original text viz.
“Information Security”. Results shown above are for a text file
containing small data “Information Security”. Proposed work
can also be applied to a file that contains huge data.

4 CONCLUSION AND SCcOPE OF FUTURE WORK

In this paper, study of the three popular modern encryption algo-
rithms has been done: AES, DES and 3DES. Modern Encryption
Algorithms such as AES, DES and 3DES have been compared in
this paper. Results show that AES algorithm takes less time to
encrypt and decrypt the file as compared to DES and 3DES. Al-
so, when the encryption algorithms are applied parallel to the
same file then time taken to produce output file is less. Though,
application of multiple algorithms increases time and space com-
plexity of the system, but security of the system has become man-
ifolds. Future research work can concentrate on including some
more encryption algorithms along with compression techniques
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to reduce memory requirements.
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