International Journal of Scientific & Engineering Research Volume 12, Issue 3, March-2021
ISSN 2229-5518

173

A Survey on Virtualization and Hypervisor-based
Technology in Cloud Computing Environment
Payal Jingare, Priyanka Sorte

Abstract- Virtualization could be a technology that mixes or divides computing resources to gift one many in
operation environments victimisation methodologies like hardware and package partitioning or aggregation,
partial or complete machine simulation, emulation, time-sharing, and others. Virtualization
technologies notice vital applications over a good vary of areas like server consolidation, secure computing platforms,
supporting multiple in operation systems, kernel debugging and development, system migration, etc, leading
to widespread usage. Most of them present similar in operation environments to the top user; but, they have an
inclination to vary wide in their levels of abstraction they operate at and also the underlying design. This paper
surveys a wide vary of virtualization technologies, analyzes their design and implementation and proposes taxonomy to categorise them on the premise of their abstraction levels. The paper identifies the subsequent abstraction levels: instruction set level; hardware abstraction layer (HAL) level, OS level, library level
and application level virtual machines. It studies examples from every of the classes and provides relative comparisons. It additionally provides a broader perspective of the virtualization technologies and offers Associate in
nursing insight that may be extended to accommodate future virtualization technologies underneath this taxonomy. The paper proposes the thought of an especially light-weight technology, that we tend to decision as
Feather weight Virtual Machine(FVM),that may be wont to‖try out‖untrusted programs in a
very realistic setting without inflicting any permanent injury to the system.
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often expeditiously colocated within virtual machines
on one general hardware platform.Additionally to its
INTRODUCTION
availableness, the potential impact of virtualization
Clouds area unit thought of as a pool of simply usable employment consolidation and cargo reconciliation is
and accessible resources virtualized resources.The 3 obtaining the eye of key trade players.
cloud service models area unit code as a service model, Platform as a service model and Infrastructure as a VIRTUALIZATION IN DETAIL
service model. code as a service is standard service
development model that ensures that users procure
A.Basic virtualized technology and architecvictimization code not for owning it. Virtualization is
gaining quality in enterprise cloud computing envi- ture
ronments thanks to complete value savings and higher 1.1 Virtualization Architecture
management that result from resource sharing and Virtualization comes in numerous forms. They are disserver consolidation.In a trial to boost virtualized sys- tinguished primarily by the layer within the ADPS to
tems, researchers look to modeling and simulation that virtualization is applied. However, all virtualizatechniques so as to pinpoint performance bottlenecks tion forms have AN entity known as a hypervisor or
and resource rivalry. This technology creates multiple virtual machine monitor (VMM). It is the central unit
virtual machines (VM) out of 1 real machine and thor- that controls however virtualized programs move with
oughly multiplexes multiple virtual resources onto one the underlying layer of resources. In a sense, it's the
real resource.The broad availableness and use of vir- administrator of a virtualized atmosphere. Application
tutilization technology is driven by improved hard- virtualization could be a virtual implementation of the
ware support,like absolutely virtualizable CPUs and applying programming interface. It allows programs to
IO-MMU dominant direct access to devices,that per- run on totally different platforms by providing the
mits terribly economical implementation of virtual common virtual API. Software system virtualization
machines.Suddenly,multiple operational systems are could be a virtual implementation of AN software
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run. Despite the common appearances of the virtualization forms mentioned higher than, latest information centers and clouds utilize a kind referred to as
full virtualization, that comes in 2 differing types [1].
Virtualization assures complete separation of applications from the software system from the underlying
hardware. the fore-most ordinarily obtainable virtualization package is VMware. This imitates hardware
resources of 1 physical machine to form totally purposeful Virtual machine. AN software system and associated applica-tions are often put in on this machine
the same as as in hot water the physical hardware. AN
software sys-tem on a virtual machine is termed a
guest software system
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hardware at the equal time increasing the employment
of hardware.The term virtualization is usually substitutable with hardware virtualization,that performs a
important position Moreover,virtualization applied
sciences give a digital surroundings for not solely capital punishment functions but conjointly for storage,memory,and networking.

B. Types of Virtualization
1. Application virtualization: This is a manner where
functions are virtualized and delivered from a server to
the give up user’s device, such as laptops,
smartphones, and tablets. So as a substitute of logging
into their computers at work, users will be capable to
gain get admission to the software right from their device, supplied an Internet connection is available.This
ismainly famous for agencies that require the use of
their purposes on the go.
2. Desktop virtualization: Desktop virtualization is
the notion of keeping apart a logical operating system
(OS) instance from the patron that is used to get admission to it. Computing device virtualization separates the computing device surrounding from the
bodily system and configured as a ―virtual laptop infrastructure‖(VDI). One of the biggest benefits of laptop virtualization is that users are able to access all
their private documents and functions the task of predicting is sort of challenging. In stock market prediction we are using random forest classifier which has
Fig:1.1 virtualization Architecture
the same hyper parameters as of a decision tree. The
1.2virtualized technology:
decision tool has a model related to that of a tree. It
Virtualization could be a methodology of a way to takes the choice supported possible consequences,
separate a carrier from the underlying physical ship- which incorporates variables like event outcome, reping of that service.it's the technique of growing a dig- source cost, and utility. The random forest algorithm
ital model of one thing like laptop hardware.it abso- represents an algorithm where it randomly selects diflutely was once,within the starting,developed during ferent observations and features to build several decithe mainframe includes victimization specialised sion tree and then takes the aggregate of the several
computer code to form a virtual or software created decision trees outcomes. The data is split into partiversion of a computing resource as a substitute than tions based on the questions on a label or an attribute..
the real version of the equal resource.With the assist of It also lowers the fee of software licensing and upVirtualization,multiple operating structures andpur- dates.Maintenance and patch administration is simple,
poses will run on equal Machine and its identical seeing that all of the digital pcs are hosted at an identical location.
 Payal Jingare is currently pursuing masters de
3. Hardware virtualization: Hardware virtualization,
gree program in Information technology in PHCACS, Rasayani in Mumbai University, India, PH-7057640590. Ewhich is also acknowledged as server virtualization or
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virtually virtualization, is the abstraction of computing
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sources. In a usual physical computing environment, a
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software program such as an operating system (OS) or
business enterprise software has direct get admission
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to the underlying pc hardware and components, such
as the processor, memory, storage, certain chipsets,
and OS driver versions
4. Network virtualization: Network virtualization
gathers all physical networking equipment into a single, software-based resource. It also divides available
bandwidth into multiple, unbiased channels, every of
which can be assigned to servers and systems in real
time. Businesses that would gain from community virtualization are ones that have a massive number of
customers and need to keep their structures up and
running at all times.With the disbursed channels, your
network pace will expand dramatically, allowing you
to supply services and applications quicker than ever
before.
5. Storage virtualization: This kind of virtualization
is very convenient and inexpensive to implement because it includes compiling your bodily hard drives
into a single cluster. Storage virtualization is available
when it comes to planning for disaster recovery, due to
the fact that the statistics saved on your virtual storage
can be replicated and transferred to every other location.By consolidating your storage into a centralized
system, you can cast off the hassles and costs of handling multiple storage devices.
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memory.this can be generally accomplished exploitation special instructions on the CPU for memory
management.
The Disadvantages of Virtualization







It can have a high cost of implementation. ...
It still has limitations. ...
It creates a security risk. ...
It creates an availability issue. ...
It creates a scalability issue. ...
It requires several links in a chain that must
work together cohesively. ...



It takes time

A. HYPERVISOR And ITs Types

1.1 Hypervisor
A Hypervisor is additionally called a virtual machine
monitor(VMM).it's a chunk of code that runs many
virtual machines(VMs).A system on that a hypervisor
runs one or a lot of virtual machines is thought as a
number machine,and each virtual machine is thought
as a visitant machine or guest machine.A system supports many guest virtual machines for sharing of resources like storage,processing.In well-known hypervisors square measure at once in command of internet
hosting and managingvirtual machines on the host or
Drawbacks of Full System Virtualization
Full system virtualization has the profits that in oper- server.The host is another identity for the physical
ation systems and applications run on that unadapted, server and hypervisor.The virtual machines that run on
fully oblivious to the surroundings in which they're the host square measure referred to as visitant VM or
really running. This has it’s drawbacks but for in- visitant operating system..
stance, full virtualization was never a part of the IA- Five Benefits of the Hypervisor
 Less Hardware
32 (x86) style goals, and VMMs running on this platform should use special tricks (described above)to
 A hypervisor can consolidate systems that
virtualize the hardware for every virtual maneeded multiple processors and boards into a
chine.expeditiously virtualizing virtual memory
single board
management(referred to as―shadow mapping‖by
 Maximum efficiency
theVM/370 design delineated above) is additionally
 Airtight security
extraordinarily tough,especially on the IA-32 design(Denali,delineated below,will away with vir Safety
tualmemory).The problems with virtualizing store
 Reus
can not be unostentatious. Take for instance; what
happens during a typical software system that us1.2 Types of Hypervisors
esvirtual memory [7] Once associate application
1.Type 1:
makes a call for participation for a page of
(bare
metal
hypervisor)sort 1 may be a hypervisor
memory,the software system interprets the memory
address from the applications―virtual‖ area into the that's put in directly on the hardware and is additionalsystem’s real area employing a page table. Unused ly observed as a ―bare-metal‖ hyper-visor.sort one hypagesb can also be written to disk after they become pervisors square measure primarily used on the server
inactive or once different applicationsrequire a lot of market.it's a tool that installs at once on the server
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hardware layer.These structures square measure mitigated thus on―focus‖on the administration of visitant
operating structures is to mention,those employed by
exploitation the virtual machines they contain.This
releases the simplest possible sources for digital machines.Howeve,it's viable to execute just one hypervisor on each the servers.
Among sort one hypervisors there square measure
hypervisors like Xen, VMware ESX and Proxmox.
Advantages of Type 1 hypervisor:
● Enhance safety
● Allows greater density hardware two
● Hypervisor has direct get admission to the HW
Disadvantage of Type 1 hypervisor:
● Need precise HW
● Aspect Strict HW
● Requirement two more high priced
2. Type 2:

B.SIDE-CHANNEL ATTACKS AND DEFENSES:
Side-channel attacks square measure powerful and effective.whereas defense strategies like planning special leakage-resilient hardware and leakage-resilient
cryptography square measure effective,they're impractical.Redesigning hardware is dear and leakageresilient cryptanalytic primitives square measure inefficient.Thus,we'd like defense mechanisms that shield
fashionable
and
economical
algorithms(for
eg.,fashionable symmetric-key coding schemes like
AES) from side-channel attacks. Technologies like
white-box cryptography and code obfuscation supply
reliable strategies to imple-ment algorithms during a
side-channel attack resistant manner.Digitization of
our day-after-day operations has semiconductor diode
to our sensitive information obtaining keep on computing devices like phones and laptops.This has motivated hackers to plot robust attacks to steal and misuse
the information.
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(Hosted hypervisor)A hypervisor,that runs on a number operating appliance that offers virtualization services like I/O and reminiscence management.this can
be conjointly recognized as a hosted methodology
Hypervisor.In different phrases,sort two hypervisors
are positioned between the hardware and virtual machines that square measure put in on the top of a running sys-tem.In distinction to kind 1,the hypervisor is
placed on top of the run-ning system and not underneath the in operation appliance or digital machines.This allows for an additional running system to
be run in virtual surroundings on the top of associate Conclusion
existing software system.Among the kind two hyperThe above sections we describe the fundamentals of
visor,we tend to find VMware Player,VMware digital
cloud computing together with its relationship with
computer and VirtualBox Virtual computer.
virtualization.Within the next section virtualization
thoroughly and also its basic technology,reason for the
Advantages of Type 2 hypervisor:
immense importance of virtualization within the recent
● Host OS Controls HW access
years has been highlighted.We’ve also compared the
● Ease of access
virtual server model with the normal server which de● Allows for more than one running systems
picts the scenario before and after the appearance of
virtualization.It’s a technology that powers cloud
Disadvantages of Type 2 hypervisor:
computing.The varied levels at which virtualization
● Decreased security
works are discussed within the next section,with each
● Lower VM density
level discussing its goals and the way it is an im● Needs a host OS first
portant a part of virtualization as an entire.Moving on
to the following section we house the basic element of
virtualization technology the VMM popularly referred
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to as the hypervisor.The inner working of virtualization layer is entirely managed by the hypervisor.Virtualization is that the backbone of cloud computing,without which it'd be rendered an inefficient technology.
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