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Abstract - In today’s secenario of security, deciding Virtual Private Network (VPN) is a complex task. VPN connects remote sites or users 
using a public infrastructure (usually the Internet), thereby providing anytime and anywhere remote access to travellers. The objective of 
VPN is to add a level of security to the exchange of data from the organisations to remote sites. VPN creates a private tunnel for 
transferring the data securely. Internet Protocol Security (IPSec) and Secure Socket Layer (SSL) are the two dominant VPN technologies 
being used today. Both have their strengths and weaknesses. A comprehensive study of both the technologies has been presented in this 
paper. It exclusively explains the architecture and protocols of both the technologies including their advantages and disadvantages for real 
kind of applications. 

Index Terms— Authentication Header (AH), Encapsulating Security Payload (ESP), Internet Protocol Security (IPSec), Secure Socket 
Layer (SSL), Tunnel, Transport, Virtual Private Network (VPN). 

——————————      —————————— 

1 INTRODUCTION                                                                     
irtual Private Network (VPN) extends a private network 
across public networks like the Internet. It enables a host 
computer to send and receive data across shared or pub-

lic networks as if they were an integral part of the private 
network with all the functionality, security and management 
policies of the private network. The decision of selecting the 
type of VPN depends on the applications to be used [13]. The 
objective of VPN is to add a level of security to the exchange 
of data.Privacy of data in VPN is maintained through tunnel-
ing protocols and security procedures.In effect, encryption of 
data is done at sender’s side and forwarded via tunnel which 
is then decrypted at receiver’s side. By encrypting the originat-
ing and receiving network addresses an additional layer of 
security can be added. 

VPNs have two common uses: remote access for users and 
site-to-site connectivity. Individual users can establish secure 
connections with a remote network using remote – access 
VPN.Whereas a site-to-site VPN allows mulitiple offices in 
fixed locations to establish secure connection with each other. 
IPSec (Internet Protocol Security) and SSL (Secure Socket Lay-
er) VPN are the two dominant VPN technologies being used 
today. Both have their strengths and weaknesses. 

2 IPSEC VPN 
IPsec is a set of security protocols which was developed by 
IETF (Internet Engineering Task Force) in November of 1998. 
It is an official standard for network security and was de-
signed for interoperability. It works both with IPv4 and IPv6. 
IPsec provides data integrity, basic authentication and encryp-
tion services to protect modification of data and unauthorized 
viewing. Three primary components of IPSec include: Authen- 

 
 

tication Header (AH), Encapsulating Security Payload (ESP) 
and Internet Key Exchange (IKE) protocols. 
2.1 Authentication Header (AH) 
It provides authentication, data integrity check and replay 
protection, but it does not include any support for confidenti-
ality, Authentication protection is provided by AH. Packets 
are discarded from the destination point if they are not able to 
authenticate themselves. Because AH does not guarantee 
about the data confidentiality, it will not encrypt data, so it 
does not require encryption algorithm. 

 
 

 
 

 
 

Fig 1: AH Header [1] 
 
Only the IP header and data are authenticated by the AH 
Header. AH tries to protect all fields of an IP datagram exclud-
ing the ones which change during transfer (for example the 
TTL field in the IP header). Depending on the required level of 
security, AH uses hashing mechanism like HMAC-MD5 or 
HMAC-SHA1.AH can be used in tunnel mode and transport 
mode. A new IP header for each packet is created by AH in 
tunnel mode whereas no new header is created in transport 
mode. 
 
 
 
 
 
 
 
 
 
 
 

Fig 2: AH in transport mode [8] 
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Fig 3: AH in tunnel mode [8] 
 
 

2.2 Encapsulating Security Payload (ESP) 
It provides data confidentiality, in addition to integrity and 
source authentication. Encryption services are also provided 
by ESP.Encryption translates a readable message into an un-
readable format to hide the message content. Decryption, the 
opposite process translates the message content from an un-
readable format to a readable message. ESP uses symmetric 
encryption algorithms to provide data privacy. Packet payload 
authentication can also be provided be ESP.It can also support 
authentication-only or encryption- only configurations. 
  
 
 
 
 
 
 
 

Fig 4: ESP header [1] 
Like AH, ESP can also be used in tunnel and transport 

mode. A new IP header for each packet is created by ESP in 
tunnel mode. This mode encrypts and protects the integrity of 
both the IP header and data whereas in transport mode ESP 
can only encrypt and protect the integrity of the data and no 
new IP header is created. 
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Fig 5: ESP in transport mode [8] 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

 
Fig6: ESP in tunnel mode [8] 

 
 

2.3 Internet Key Exchange (IKE) 
IPSec uses Internet Key Exchange (IKE) as the default protocol 
to determine and negotiate algorithms, keys and protolcols, 
and to authenticate the two parties. It is used to setup security 
associations (SA). A security agreement must be established 
between the two computers before exchanging the secured 
data. This agreement is known as security association in which 
both the parties agree on how to protect and exchange infor-
mation. Protocols like ISAKMP (The Internet Security Associa-
tion and Key Management Protocol) and Oakley are used by 
IKE to define procedures for creation, generation and man-
agement of SA and authentication. It also reduces the connec-
tion timeby centralizing the security association management. 
 
 2.4 How IPsec Works 
Between two endpoints a virtual “tunnel” is created when 
IPSec VPN is used. At first sensitive packets are configured. 
Then via tunnel an IPsec peer sends the packet to the remote 
peer. All the traffic within the VPN tunnel is encrypted. The 
client computer can see and potentially access the entire net-
work when connected on an IPSec VPN. 

3 SSL VPN 
An SSL (Secure Socket Layer) VPN can be used with a stand-
ard web browser. It is based on the SSL protocol which pro-
vides encryption for http traffic and data authentication. Real 
Time Protocol (RTP) traffic can also be secured using the SSL. 
SSL VPN gives remote users access to internal network con-
nections, client/server applications and web applications. Cli-
ent-server communication is used by SSL.It includes 3 proto-
cols: Handshake protocol, record protocol and alert protocol. 
 
3.1 SSL Protocols 
During the handshake protocol, negotiation of encryption al-
gorithm takes place and server authenticates itself to the cli-
ent.For data encryption, symmetric cryptography is used by 
SSL whereas to negotiate the shared key asymmetric cryptog-
raphy is used. In the record protocol, client and server use the 
shared key to encrypt the data. A format for these messages is 
specified by the record protocol.In general a message digest is 
included to ensure that message has not been altered and us-
ing a symmetric cipher whole message is encrypted. In alert 
protocol, an alert containing the error is sent, if an error is de-
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tected by either the server or the client. Types of alert messag-
es include warning, critical and fatal. The session can be ter-
minated or restricted based on the received alert message. 
 
3.2 How SSL VPN Works 
Working of SSL VPN is explained through following example: 
 
 
 
 
 
 
 

 
 
 
 
 
 
 

 
Fig 6: SSL Architecture [1] 

 
All the VPN connections of the company are accepted through 
SSL VPN gateway. All the connections to the internal applica-
tion servers are also initiated by SSL VPN gateway. Internal 
application servers are protected by Firewall A whereas out-
side Firewall B allows any Internet machine to connect to SSL 
VPN gateway. Firstly, a user connects to the company’s gate-
way, after successful authentication a list of applications is 
provided by the gateway which the user of company need to 
access. At the same time, connection to internal application 
server is initiated by the gateway through Firewall 
A.Response received is encapsulated by the SSL VPN gateway 
and is sent to the user. In this way, SSL VPN tunnel is estab-
lished between SSL VPN gateway and user’s machine. [1] 

4 STRENGTHS AND WEAKNESSES 
A permanent connection is provided by IPsec between loca-
tions. It works at the network layer which makes it application 
agnostic i.e. any IP based protocol can be tunneled through it. 
Therefore instead of a dedicated circuit or expensive leased 
line, IPsec makes a better alternative. However, application 
agnostic nature of IPsec is also its weakness. At a granular 
level, IPsec does not havs the ability to restrict access to re-
sources. Remote users can access any corporate resource once 
a tunnel is setup as if they were directly plugged into the cor-
porate network. IPsec is a complex protocol and is more in-
volved to maintain. Additioanl configuration and mainte-
nance is required to support the remote user population. 

On the other hand, SSL VPNs have been designed to sup-
port remote access. No special software is required to be in-
stalled. Browser-based session using SSL provides remote ac-
cess. It also has the ability to control access at granular level. 
Specific authentication and authorization schemes for access 
to an application can be limited to a particular user popula-
tion. However, this does not mean SSL VPNs are the panacea 
to all the IPsec weaknesses [7] .If an always on-link is required 

to be maintained for remote site, SSL VPN would not be the 
solution. Because of application agnostic nature of IPsec VPN, 
it can support client/server application and number of legacy 
protocols with minimal effort. However SSL VPNs have been 
built around web based applications. By installing a Java or 
ActiveX based agent on the remote asset, SSL VPNs cover this 
weakness. 

 
 

Table I 
Comparison of IPsec and SSL VPN [1], [12] 

 
Component IPsec VPN SSL VPN 

Connectivity Site-to-site 
Remote access 

Remote access 

Installation Requires installa-
tion of client VPN 

No installation of 
client VPN 

Gateway Loca-
tion 

Gateway usually 
implemented on 
the firewall 

Gateway typically 
deployed behind 
the firewall 

Complexity More complex Less complex 
Cost More cost Less cost 
Security/Control Broad access cre-

ates security con-
cerns 

More granular 
controls require 
more mangement 

Endpoints Requires host- 
based clients 

Browser based 
with optional thin 
clients 

Application Can support all IP 
based applications 

Best for e-mail, file 
sharing and 
browser based 
applications 

Layer it Works 
on 

Operates at layer 3 Operates at layers 
4-7 

Training Requires special-
ized training 

No specialized 
training required 

5 CONCLUSION 
In any enterprise, accessing the private data over the internet 
is complex and time consuming. Ideally, SSL and IPsec VPNs 
should both be implemented as they serve different purposes 
and complement each other. It is of utmost importance to con-
sider what each deployment is designed to accomplish rather 
than focusing on what each protocol provides. The deploy-
ment choices become clearer once the cost/benefit of each type 
of deployment is considered keeping in mind the problems 
each technology was designed to address. On studying the 
architecture of the protocols, SSL VPN is more suitable to site 
to site connections. In this, there is no need to install the client 
software and provide the access to specific application rather 
than complete network. If the application is IP specific then 
IPSec VPNs can be ultimate solution and have an IPSec gate-
way located at your organization. 
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