




form requirements would be appropriate for 5G. Furthermore, 

also platforms for network functions in the core may require 

secure execution requirements, which is particularly critical in 

virtualized environments. 

 

3.7 Protection against Denial-Of-Service Attacks  
 
Denial-of-Service (DoS) attacks aiming at exhausting resources 
at the victim are very common in the Internet today, targeted 
mostly against web services. As mobile networks become in-
creasingly important as parts of the critical infrastructure, they 
are also becoming a very relevant potential target for DoS at-
tacks as acts of cyber crime, cyber terrorism or even cyber war-
fare. 
 

4 USAGE OF NFV AND SDN  
 
There is a clear trend visible in the evolution of mobile net-
works towards the adoption of the concepts of NFV (Network 
Functions Visualization) and SDN(Software Defined Network-
ing). These techniques are already being applied to existing 
mobile networks, but in 5G, much stronger adoption in all 
areas of the network, including the radio access network, can 
be expected. Virtualization technologies using software-
defined networking and network functions virtualization are 
expected to play a significant role in the development of next-
generation mobile technology standards expected to rollout 
under the “5G” banner 
With NFV, network functions become virtual network func-
tions (VNFs) and are no longer isolated from each other in 
dedicated hardware. Instead, isolation fully relies on the vir-
tualization layer, which, as a complex software system, cannot 
be expected to be flawless. So it may be useful to investigate, 
design and implement ways to control the allocation of soft-
ware components to physical computing resources, in a way 
that retains the capability to use available hardware efficiently 
and be able to dynamically scale VNFs according to changing 
capacity demands. Such an approach would for example allow 
isolating certain VNFs by preventing other software compo-
nents to run on the same physical computing blade. 
 

5 CONCLUSION  
 
Security features need to be built into the system design for 
5G-connected digital society. Identification of the major securi-
ty requirements and concerns around future 5G systems from 
different perspectives play an important role between security 
community and all other parties who contribute for 5G tech-
nology. Work towards the fifth generation of mobile networks 
has gained a lot of momentum recently. It is important to start 
also the work on the security architecture, in order to ensure 
that security is built into 5G networks right from the start. 
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