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Abstract—Privacy and security of data being transmitted has become the major issue. Now a day’s one of the major challenge is 
transfer of data securely through the secure communication channel. Many images transmitted via Internet containing secret information 
but not secure. In Visual cryptography technique, the secret image is initially partitioned into different shares. The shares may be meaning-
ful or meaningless. The receiver can get the original image only after combining specified number of shares. Here each individual image 
does not give any information about the secret. To transfer the secret, which is in the form of image, the visual cryptography technique is 
more suitable. Different algorithms already proposed in visual cryptography by considering the security level. Multi layer security approach 
is used to increase the security level. Along with Symmetric and asymmetric algorithm, Visual Cryptography method is also considered for 
more security. In this paper, a visual secret sharing scheme is used so that the secret image can hide into share images with pixel expan-
sion. An extra confidential image is embedded in the share images. Share images are encrypted using DES algorithm. Extra confidential 
image is also used for check the validity of reconstructed secret image. At the receiver side, receiver has to decrypt two shares and stack 
them to get secret image. In another method, the secret image is encrypted using Arnold’s transformation in the first step. Two shares are 
created using basic (2, 2) method in the second step. In the third level of security, shares are embedded in two host images. On the receiv-
er end, shares are extracted from camouflage image and then stacked to get the encrypted image. Encrypted image is decrypted using Ar-
nold’s Inverse Transformation These two proposed methods definitely increase the level of security. 
 
Index Terms—Floyd-Steinberg Dithering,  Visual Cryptography, DES Algorithm, Secret sharing; Arnold Transformation. 

———————————————————— 

1 INTRODUCTION
o keep the confidential message secret, Cryptography 
technique is used. In Cryptography, original plain text is 
converted into coded message called cipher text. Encryp-

tion is the process of converting plain text into cipher text. The 
receiver can get the secret message using decryption technique 
by the use of key. In symmetric method, single key is used for 
both encryption and decryption. In asymmetric method two 
keys are used, one for encryption and one for decryption. In 
asymmetric method one key is made as public and the other is 
kept as secret. In stream cipher, single unit of data is converted 
into cipher text at a time. In block cipher a block of data is 
converted into cipher text at a time. The secret key used is in-
dependent of plain text. For different secret key, the encryp-
tion algorithm produces different cipher text for the same 
plain text. DES, AES are examples for Symmetric algorithms, 
while RSA is asymmetric algorithm.  

Visual cryptography was introduced by Naor and Shamir 
in 1995 [1]. It is a new cryptographic scheme where the cipher 
text is decoded by the human visual system. Hence, there is no 
need of any complex cryptographic computation for decryp-
tion. The idea is to split a secret image such as text, handwrit-
ing, picture, etc… into two random shares (printed on trans-
parencies) which separately reveals no information about the 
secret image other than the size of the secret image. When 
shares are stacked together the secret image can be recovered.. 
In (2, 2) method, the secret image is divided into two shares 

and both the shares are required to get the original image. In 
(2, n) method, the secret image is divided in to n number of 
shares and any two shares are enough to obtain the original 
image. In (k, n) method, the secret image is divided into n 
number of shares and any k shares are used to get back the 
original image. In this method any k-1 shares does not give 
any hint about the secret.. 
Existing System: Der-Chyuan Lou et al [2] proposed a method, 
in which additional confidential image is embedded in share 
images. Secret image is also hidden in share images. Extra con-
fidential image can get by keeping the first share constant and 
the other share is shifted for some units. In [3], author pro-
posed Visual cryptography method for hiding confidential 
data. In [4], authors proposed a method in which shifting coef-
ficient technique is used.  

2 PROPOSED SYTEM 
i. In proposed system Floyds-Steinberg Dithering technique is 
used for half toning. In this method, extra confidential image 
is embeds into two meaningless share images. These share 
images are encrypted using symmetric algorithm DES. The 
two shares are sent to the receiver. The share images are first 
decrypted and stack both the image to get the secret image, at 
receiver side. By keeping first share image constantly and by 
shifting the second share image, extra confidential image is 
revealed. Fig.1 and Fig.2 shows the embedding and Extraction 
Phase of the proposed system. 
 
In embedding phase, two images are taken as input, one secret 
image and the other one is extra confidential image. Apply 
Floyd-Steinberg algorithm to get the half toned images. For 
the half toned images, Visual Cryptography technique is ap-
plied to get two shares. Apply the symmetric algorithm DES 
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separately for two shares and send these encrypted shares to 
the receiver. 
At the receiver end, decrypt  using DES algorithm to get two 
shares. To get the secret image, stack two share images. Extra 
confidential image can get by using shifting coefficient tech-
nique. Extra confidential image is used for authentication pur-
pose. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 1: Embedding Phase 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

Fig 2: Extracting Phase 
A. Floyds-Steinberg Dithering 

 
Digital half toning represents the variety of gray scale with the 
density of black pixels. The denser of black pixels in a region 
represents lower degree of gray scale. On the contrary, the 
sparser of black pixels in a region represents higher degree of 
gray scale. The Floyd–Steinberg dithering process can be de-
scribed by the following equations: 
 
uij = xij +∑(hkl × ei-k,j-l) 
 
 
 

 
 
Where ei,j is the quantified error at location (i, j), Q(ui,j) is used 
to determine a pixel value to be 0 or 255, ui,j is a state variable, 
and h is the error diffusion kernel. 
 
 
B. DES Algorithm 
 
Data Encryption Standard (DES), adopted in 1977[5] by the 
National Bureau of Standards, now the National Institute of 
Standards and Technology (NIST), as Federal Information 
Processing Standard 46(FIPS PUB 46). The algorithm is de-
signed to encipher and decipher blocks of data consisting of 
64-bits under control of a 64-bit key of which 56-bits are ran-
domly generated and used directly by the algorithm. Its out-
put is 64-bit block cipher text. Decryption takes 64-bit cipher 
text along with 56-bit key and produces 64-bit output of 
plaintext. The encryption process takes 16 rounds in which a 
round function, defined in terms the S-boxes, is applied over 
various sub keys of 56-bit input key, which are generated ac-
cording to a well defined scheme.  
 
ii. In the second method, the secret image is encrypted using 
Arnold transformation and the scrambled image is encrypted 
using visual cryptography. The generated shares are embed-
ded into respective host images so that the attacker cannot 
suspect the secret image in it. On the receiver end the shares 
are extracted from camouflage images and are stacked to get 
the encrypted image. Later the encrypted image is decrypted 
using inverse Arnold transformation to get the original image. 
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Fig. 3: Flow diagram of proposed method 
 

3 RESULTS 
In this paper, we used  256 x 256 gray image namely Lena (Se-
cret Image) and 256×128 gray image namely cameraman (Ex-
tra Confidential Image). These images are transformed into 
halftone images by Error-diffusion technique. These half toned 
images are used to generate share images and which should 
be encrypted using DES algorithm. On the extraction phase, 
first we performed DES decryption on share images then on 
overlapping two shares, we get secret image and on keeping 
one share fixed and other shifting we get the extra confidential 
image. 
 

 
 Fig 4: Secret image 

 
 Fig 5: Extra Confidential image 

 
 
 Fig 6 : Share image1 

 
 Fig 7: Share image2 
 

 
 Fig 8: Share1 after DES encryption 
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 Fig 9: Share2 after DES encryption 

 
 Fig 10: Secret image after decryption 

 
 Fig11: Extra Confidential image after decryption 
In the second method, A secret image of size 100x100 is en-
crypted using Arnold transformation technique and the en-
crypted image is hidden in two cover images. Recovery pro-
cess is lossless. Shares are stacked to get the encrypted image. 
Inverse Arnold transform is applied to obtain the secret image.  
 

 
 
Fig: 12: Cover image1 Fig:13: Cover image2 

 
 
Fig: 14: Secret image 
 

 
 
Fig:15: Encrypted images 

 
Fig: 16: Reconstructed image 

4 CONCLUSION 
In the first method, we studied the effect of DES in image cipher-
ing which provides second layer of protection to visual secret 
sharing scheme. To transfer the secret image both Symmetric 
algorithm and Visual cryptography techniques are used. The pro-
posed method increases the security level. Extra confidential im-
age is used to achieve the authentication purpose. 
In the second method, a technique is used for securely transfer-
ring the data image. This method provides a more secure way of 
image sharing as the image is encrypted using Arnold transfor-
mation before hiding into multiple cover images. This scheme 
also prevents the cheating attacks by embedding the shares onto 
Host Images. 
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