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Abstract— Home security has been a major issue w here crime is increasing and everybody wants to take proper measures to prevent in-

trusion. In addition there is a need to automate home so that user can take advantage of the technological advancement in suc h a way that 
a person getting off his home does not need to think of his home security again and again. It is therefore the purpose of this invention to 
provide a security device, which gives immediate notif ication to the ow ner and security services like police station or f ire brigade at the 
moment the unauthorized event occurs. This purpose is accomplished via use of some modules and a controller which activates a GSM 

(Global System for Mobile) module to send one or more SMS (Short Message Service) to the owner and corresponding security services at 
the time of break in. This system is low cost as it does not contain expensive sensors to detect emergencies and it is also easy to imple-
ment as the security modules w ill take very low space for installation.   

 

Index Terms—GSM, Heat sensor, Modem, Microcontroller, Max232, Obstacle sensor, RS232, SMS, Smoke sensor, Sound sensor, Touch 

sensor. 

——————————      —————————— 

1 INTRODUCTION                                                                    

Security systems are important features of a modern Home [1]. 
The earliest home security systems date back to the early 
1900's. These systems were generally expensive and very hard 
to monitor. In the past 100 years as technology has changed, 
home security systems have also changed [2]. Early home se-
curity systems were very expensive and surprisingly ineffec-
tive. The requirement for an efficient and cost effective system 
to cater the disasterous situations and in order to fulfill the 
security concerns of home owners when the user is away from 
home, there was a strong need to develop a cost effective and 
reliable system to satisfy the security related needs of occu-
pants [3]. Home security has changed a great deal over the last 
century and will continue to do so as long as technology con-
tinues to progress [4]. This paper mainly focuses on the con-
trolling of home appliances remotely and providing security 
when the user is away from the place. The system is SMS 
based and uses wireless technology to revolutionize the stan-
dards of living. This system provides ideal solution to the 
problems faced by home owners in daily life [5]. The system is 
wireless therefore more adaptable and cost-effective. The 
project is aimed at developing the security of Home against 
Intruders and Fire. In any of the above cases if any one met 
while you are out of your home then the device sends SMS to 
the emergency number provided to it. The device is made up 
of three components: one or more sensors set up in a remote 
array depending on the application; a PIC micro-controller; 
and a GSM module.  

2     PROPOSED SYSTEM 

The system contains sensors to detect obstacle, touch, heat, 
smoke, sound. The whole system is controlled by a PIC micro-
controller 16F76. It collects information from the sensors, 
makes a decision and sends SMS to a corresponding number 
by using a GSM modem. If it finds any interruption in its sen-
sors like if the IR is interrupted then PIC will send a SMS to 
the home owner and another SMS to the Police Station. In the 
same way for fire interruption a SMS will be sent to the fire 
brigade and another to the home owner shown in Fig. 1. 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3 SYSTEM DESIGN 

The design steps and working principles of the system is or-
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Fig. 1. Proposed System 
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ganized into different units like controller unit, interfacing 
unit, GSM module and different sensors. It also requires com-
piler to build the assembly program used in PIC microchip. 

4 HARDWARE DESIGN 

4.1 Controller Unit 

The control module is built with the microcontroller IC. The 
central controller is Microchip PIC16F76. It consists of a mi-
croprocessor, RAM, EEPROM or EPROM, I/O capacities, 
ADC, timer, interrupt controller and embedded controller. 
The microcontroller chip has the versatility to sense inputs 
and control outputs in the devices. F-family has been selected 
because it can be burned 1 million times without enabling 
code protection option. PIC 16F76 is a mid range and 16 series 
low cost 8 bit microcontroller [6]. It consists of 28 I/O (Bi di-
rectional lines) with 25mA current in per pin. It also has five 
channel built-in A/D converter and serial communication. 

4.2 AT Command Supporting GSM MODEM 

Modem stands for "modulator / demodulator" and it encodes 
and decodes signals sent to and from the network servers. A 
wireless modem shown in Fig. 2 is a network device which 
connects to a wireless network [7]. Modems are frequently 
associated with telephone systems, but wireless modems are 
used with computers and also with communication mediums. 
Wireless modem interfaces include PCMCIA, Compact Flash, 
USB and Serial Port. In this project we interface the modem 
through a Serial Port with a microcontroller IC. AT commands 
are used to automatically receive the call on system from the 
preconfigured number and system also sends the voice mes-
sage to preconfigured number about the status of appliances 
and intrusion through AT commands [8]. 
 
 
 
 
 
 
 
 
 
 
 

 

4.2.1 GSM Network Overview 

 
Table 1, 2 shows the AT-command which can be tried out by 
connecting a GSM modem to one of the PC‟s COM ports [9]. 
The Mobile Station (MS) is the GSM module we use to com-
municate. In general however the term Mobile Station refers to 
a “mobile phone”. The Base Transceiver Station (BTS) is the 
part of the network that receives and sends data from the Mo-
bile Station.  The coverage or reception of MS is dependent on 
proximity and transmission of the BTS it is attached to. The 
Base Station Controllers (BSC) is a digital switching platform 
that connects a mobile switching centre MSC and the BTS. The 
mobile service switching centre (MSC) is the core switching 
entity in the network [10]. The Gateway Mobile Switching 
Centre (GMSC) connects a mobile network to a Public Switch-
ed Telephone Network (PSTN) which is the backbone of non-
cellular telecommunication. The Home Location Register 
(HLR) acts as a database storing information on all permanent 
subscribers. Fig. 3 shows the GSM overview. 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 

TABLE 2 
THE FOLLOWING SECTION DESCRIBES THE AT-COMMAND SET. THE 

COMMANDS CAN BE TRIED OUT BY CONNECTING A GSM MODEM TO 

ONE OF THE PC’S COM PORTS. 

Command Description 

ATD<number> Dial to a number 

ATA Answer 

AT+CMGF=1 Set message format to TEXT mode. 

AT+CMGS="number" Send a message to the telephone number.  

 

 

TABLE 1 
THE FOLLOWING SECTION DESCRIBES THE AT-COMMAND SET. 
THE COMMANDS CAN BE TRIED OUT BY CONNECTING A GSM 

MODEM TO ONE OF THE PC’S COM PORTS. 

Command Description 

AT Check if serial interface and GSM modem is 

working. 

AT$AREG=0 AT command to turn off the automated GSM 

registration feature.  

 

AT+CFUN=1   Turn the radio on.  

 

AT+COPS=0   Select network operator for registration. 

AT+CGATT=1     AT command to start the ATTACH sequence.  

 

 

 

Fig. 2. GSM MODEM 

 

 

Fig. 3. GSM Overview 
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4.3 Interfacing Unit 

Interfacing unit includes a MAX232 dual driver/receiver that 
includes a capacitive voltage generator to supply EIA-232 vol-
tage levels from a single 5-V supply and a RS232 which is the 
most known serial port used in transmitting the data in com-
munication and interface [11]. This unit is used to interconnect 
the PIC with the MODEM. 

4.4 Obstacle Detection 

The circuit comprises a transmitter unit and a receiver unit, 
which are mounted face to face on the opposite pillars of the 
gate such that the IR beam gets interrupted when someone is 
standing at the gate or passing through it. The transmitter cir-
cuit (see Fig. 4) is built around timer NE555 (IC1), which is 
wired as an astable multivibrator producing a frequency of 
about 38 kHz. The infrared (IR) beam is transmitted through 
IR LED1. The receiver circuit is shown in Fig. 5. It comprises 
IR sensor TSOP1738 (IR RX1), NPN transistor BC548 (T1), ti-
mer NE555 and some resistors and capacitors. Timer NE555 is 
wired as a monostable multivibrator with a time period of 
around 30 seconds. The transmitter and receiver units are 
aligned such that the IR beam falls directly on the IR sensor. 
As long as IR beam falls on the sensor, its output remains low, 
transistor T1 does not conduct and trigger pin 2 of IC2 remains 
high. When anyone interrupts the IR beam falling on the sen-
sor, its output goes high to drive transistor T1 into conduction 
and pin 2 of IC2 goes low momentarily. As a result, IC2 gets 
triggered and its pin 3 goes high to supply 4.2V to PIC 16F76. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

4.5 Smoke Detector 

It also contains an IR transmitter and Receiver. If the smoke is 
present IR signal is attenuated due to presence of smoke.IR 
receiver conductivity is converted into voltage and compared 
with threshold voltage set by variable resisters. If smoke is 
present, conductivity of IR receiver is reduced and if it falls 
bellow threshold then it configures a certain pin of microcon-
troller high. Fig. 6 shows a smoke detector circuit. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 

4.6 Sound Detection 

Sound signal is received from microphone. Amplified by OP 
AMP LM358 and then compared with fixed DC Voltage. If the 
amplitude of sound is more than threshold value defined by 
user is detected and a high signal is transferred to the PIC mi-
crocontroller. Here the sensitivity of the circuit can be varied 
changing R4 value. C4 value can be varied from 220 to 470nF 
in order to change the circuit speed-response. ICA amplifies 
about 100 times the audio signal picked-up by the microphone 
and drives ICB acting as peak-voltage detector. Fig. 7 shows a 
circuit diagram of the sound detector. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

4.7 Heat Detection 

The pyro-electric sensing is located in order to detect unautho-

 

Fig. 4. 38kHz IR Transmitter 

 

 

Fig. 5. Reveiver Unit 

 

 

Fig. 6. Smoke Detector 

 

 

Fig. 7. Sound Detector 
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rized intruders. It detects the heat generated from the human 
body and sends a signal to the PIC notifying a possible intrud-
er existence. The electronic circuit uses the CMOS LS6511 in-
tegrated circuit for detecting motion from the PIR sensor and 
initiating appropriate response. The LS6511 includes two stag-
ing differential amplifier along with a window comparator. 
Fig. 8 shows the PIR sensor [12]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 
 

4.8 Touch Sensor 

The touch sensor is located in the door knob. The touch wire  
is  connected  to  pin  2  of  the  555  timer. This wire uses the 
body resistance to activate a certain port of PIC. Fig. 9 shows 
the schematic diagram of the touch sensor circuit. 

 

 

 

 

 

 

 

 
 
 
 

5 WORKING DIAGRAM 

Fig. 10 shows the schametic working diagram of the system, 
where sound detector, smoke detector, PIR sensor, touch sen-
sor and obstacle detection are connected with the PIC 16F76. 

 
 

 
 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 
 

6 SOFTWARE DESIGN 

6.1 MPLAB v 8.40 

In this system MPLAB v8.40 is used to develop the program 
for PIC microchip. This compiler consists of Hitech C as well. 
So this compiler can be used to program in C language. Here 
the program is divided into six macros. The main macro con-
trols the whole program. It calls the three sub macros „Unau-
thorized‟, „Fire‟ and „Sound‟ whether there is any fault in the 
system. Inside these three sub macros two sub macro, „Tx‟ and 
„Rx‟ are developed. This two macros help to set communica-
tion with network and send the SMS properly. If there is any 
fault in RB0 or RB1 or RB2 pin of microcontroller then the sys-
tem will send a preloaded SMS, „Unauthorized System‟ to two 
certain number of home owner and police station. Again if 
there is any fault in RB3 the PIC will send a message „Fire!!!‟ to 
two numbers of home owner and fire brigade. If the condition 
of RB4 is changed then the system will generate only one SMS 
„Unauthorized sound‟ to home owner only.  

 

Fig. 8. PIR Sensor Interface 

 

 

Fig. 9. Touch Sensor 

 

 

Fig. 10. Working Diagram 
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7 FLOW CHART 

Fig. 11 shows the flow chart of the total system, which is also 
clearly showing that if obstacle detector, touch detector, sound 
detector, heat detector and smoke detector can detect  any 
required signal the system will take necessary action to inform 
the police, house owner and fire brigade respectively.  

 
 
 
 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

 

 

 

 
 

8 RESULT 

Fig. 12 shows the SMS for unauthorized system, Fig. 13 shows 
the SMS for the fire attack. 

 
 

 
 
 
 

 
 
 
 
 
 
 
 

                                                
 
 

 
 

 
 

9 CONLUSION 

This security home feature is expected to draw much attention in 

the next decades. People are getting more and more concerned 

about how to protect themselves and their houses from emergen-

cies. These emergencies include not only thief intrusion, but also 

fire attack. This device provides a means for being able to secure-

ly monitor a house by use of sensors integrated with a micro-

controller and a GSM unit. SMS provides an economical and 

convenient way to alert users of a possible intrusion into the 

property. The use of mobile handsets as a client device to  receive 

warning messages on implies that the user will not have to carry 

an additional p iece o f equipment as most people already have a 

mobile phone with them most of the time. By  using this system 

the security services like police and fire brigade of a near by re-

gion also be informed about the intrusion instantly and they can 

take steps rapidly. So th is system is safe and  cost effective as 

well. 
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