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Data Hiding Technique using Steganography
and Dynamic Video Generation
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Abstract -- Since the dawn of technology, communication has always been in need of novel techniques of data security. Improving the security of data
is necessary on a customary basis and with this need we propose our algorithm which is an advanced approach to Steganography. This approach will
make sure that the transfer of data becomes more secure against security breaches providing privacy and safe communication environment.
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1. Introduction

Steganography is an area of information security, where the
primary goal is to hide a secret message within a carrier. The
carrier can be a message or some other medium, including
"overhead" components of an electronic signal. Steganography
is the art of concealing messages into something innocuous in
such a way that it is extremely difficult for someone to
suspect, let alone find, a hidden message. The etymology of
the word “Steganography” comes from the Greek language
and is translated as steganos-, or “covered”, and —graphic, or
“writing”. So it literally means “concealed writing”.

Steganography is often used in an atmosphere of
oppression, or when communications and activities must
remain secret for fear of reprisal from a watching group or
organisation (usually a government). It has also been used
extensively in clandestine human source intelligence , where
the very existence of a spy, which would be revealed by radio
communications, must be concealed.

In the last 40 years, with the advent of personal computing,
there has been a rise in digital steganography. Any type of
information can be hidden in nearly all files. The best types of
file for steganographic transmission are media files due to
their large size.

Example:-Text in media files — Text can be embedded in
media files by adjusting the file slightly in predefined places
so that the difference will correspond to a letter in the
alphabet. Pictures can have several specific pixels, a music file
some samples, and a video file some of the frames changed a
little whilst keeping their functionality majorly intact.

All the standard methods of steganography use an existing
file as the 'carrier’ file, that is the one in which 'noise' or other
factors are added to 'store’ or hide data. This pre-required file

is not needed in our algorithm as our it will select the file itself
from a certain 'images' that ought to be present on both sender
and receiver terminals. These images will be used as the
frames of the video that will hold the information. Information
is also stored in the individual frames using the standard
approaches of steganography. Thus the frames and the stored
data together will help to retrieve the information from the
file. Hence even if the presence of data is detected in the sent
video, the random selection of frames that represent partial
data will avoid the leakage of the complete information. We
have worked on a method for random selection of frames to
avoid creating a presence of patterns in the frames. Also the
selection is passkey dependant which makes the random
selection possible so even if someone hacks the database he
will not be aware of the passkey and the security remains
intact.
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2. Related Work

Chameleon [1] is image steganography software developed
by Mark David Gan for his thesis at STI College Bacoor, a
computer college of the STI Network in the Philippines.
Chameleon features a novel adaptive encoding algorithm for
24-bit true-color images based on the steganographic model
conceptualized by Yeuan-Kwen Lee and Ling-Hwei Chenl for
greyscale images.
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Sujay Narayana and Gaurav Prasad, authors of “Two New
Approaches for Secured Image Steganography Using
Cryptographic Techniques and Type Conversion’ [2]
introduced two new methods wherein cryptography and
steganography are combined to encrypt the data as well as to
hide the encrypted data in another medium so the fact that a
message being sent is concealed. One of the methods shows
how to secure the image by converting it into cipher text by S-
DES algorithm using a secret key and conceal this text in
another image by steganographic method. Another method
shows a new way of hiding an image in another image by
encrypting the image directly by S-DES algorithm using a key
image and the data obtained is concealed in another image.

3. Proposed Algorithm Architecture

The proposed architecture is a blend of dynamic video
generation and Digital Steganography thus providing a
protected and reliable transmission of data over the network.
The following diagram represents the working of our
proposed algorithm:

The sender and the receiver will possess a database
consisting of the 16 same images. Each image will have a 4 bit
combination allocated to it. This same 16 images and their
associated 4 bit code can be exchanged between the users by
meeting face to face or by simply passing it over the net
securely.

First input to the proposed algorithm is 4 integer values.
The next input by the user will be the data file which is
converted into bytes. The whole data is divided into small.

Databse
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Fig. 1 Proposed Algorithm Architecture

chunks of 4 byte. For the last chunk if the data is less than 4
bytes then dummy data is added to it.

Now the data from the 4 byte chunk is converted into bits

resulting in 32 bits of data. Then the 4 bits are selected based
on the 4 integer values supplied by the user. The image
associated with this 4 bit code is picked.
Now using the key 28 pixels are dynamically selected and the
bits are hidden into the respective pixels. Thus each image
consists of 4 byte of data hidden in it. The rest chunks are
steganograped in the similar manner. Then all the images are
combined to form a video which is then passed over the
network.

At the receiver end the video file is split back into images.
An image comparison algorithm is used to compare the
images in the video and find out their respective codes. The
bits are placed back in the right position by using the passkey
supplied. Even the hidden data in the rest of the image
retrieved using the passkey. Thus the data file is reproduced.

4. Proposed System

The algorithm is divided into 3 procedures as given below.
We begin by taking the input file ‘F’ and key ‘K’ which is of 80
bits(where each 10 bits form a digit).

A. Procedure 1: Frame Selection

Input: File ‘'F’ to be hidden, Key 'K’ and Database ‘D’ consisting of
16 images as stated above
Output: Chunk Array C[] and Image array I[]

Step 1:
Divide the File ‘F" into chunk array C[][] where each value in
‘C’ consist of 4 bytes of ‘F’.

Step 2:
Divide passkey ‘K’ into 4 two digit integer a,b,c,d consisting of
consecutive 20 bits from ‘K’.

Step 3:

A=a%32

B=b%32

C=c%32

D=d %32

The checksum of a, b, c and d is placed in the 1+ pixel of the 1st
image. If any of the 4 values are equal than fixed static content
is added to the key parts to make them all posses’ different
unique values.

Step 4:

IJSER © 2012
http://www.ijser.org



International Journal of Scientific & Engineering Research, Volume 3, Issue 6, June 2012 3

ISSN 2229-5518

Generate Code Array ‘R [][]" where Each Values in R is of 4
bits.

Step5:

Move the bit at C[1][A] into R[1][1].
Move the bit at C[1][B] into R[1][2].
Move the bit at C[1][C] into R[1][3].
Move the bit at C[1][D] into R[1][4].
Repeat this step for all values in C.

Step 6:
Search for Code R in the Database D[] .

Step 7:
Get the Resulting Image into Image array I[]

End Procedure

B. Procedure 2: Digital Steganography

Input: Image Array ‘I[]"and A, B, C, D
Output: Steganographed Image Array 1[]

Step 1:
Divide each passkey parts
al,bl,cl,dl,el,f1,g1,hl respectively.

ABCD into 2 parts

Step 2:

Generate Position Array ‘P1 [ Using The Following
Functions. Let H be the Height of the image and W be the
Width of the image

Area=H*W

P1[1] = (al*b1+c1)*10%Area

P1[2] = (al*c1+b1)*100%Area

P1 [3] = (al+b1*c1)*150%Area

P1 [4] = (d1*e1+f1)*1000%Area

P1 [5] = (d1*f1+e1)*500%Area

P1 [6] = (d1+e1*f1)*1500% Area

P1[7] = (g1*h1)*750%Area

P1 [8] = (g1+h1)*2000%Area

P1[9] = {(a1*b1) + (c1*d1)}-(g1+h1) %Area

The same functions are used again just storing in
a2,b2,c2,d2,e2,£2,g2 h2 the 1’s complements of a
al,bl,cl,dl,el,f1,g1,hl.

The same functions are used again once more storing in
a3,b3,c3,d3,e3,£3,g3,h3 the EX-OR of albl,l,dl,elfl,glhl
and a2,b2,c2,d2,e2,£2,g2 h2.

Thus 27 pixel positions are generated

The 28 Position will be the middle most pixel of the image.

If any of the 28 values are equal than fixed static content is
added to the key parts to make them all posses different
unique values.

Step 3:

For Each S, Z in Chunk Array C(Consisting of the rest 28 bits)
and Position Array P1 respectively

If S==0 Then

I[Z]-1[Z]+1

Else

1[Z]=1[Z]-1

End For

End Procedure

C. Procedure 3: Creating A Video

Input: Steganographed Image
Output: Video

Step1:

Take The steganographed Image array ‘I [|" and convert it
into video ‘VS’ Using Image to Video Conversion Algorithm.
The video format of the created video would be “.mov’.

Step2:
Set the basic video properties required to successfully run
the video.

End Procedure

At the receiver side the Video is converted back into frames.
The checksum of the key entered at the receiver end is verified
with the hidden checksum. If they aren’t same then no
operation is carried out. If receiver enters 3 times a wrong
passkey then the video corrupts itself. Then using a
Comparison algorithm the appropriate match for the image is
found out of the 16 images in the database. The code
associated with them is placed at specific location based on the
passkey entered, followed by recalculating the position of
stored data using the passkey, retrieving the data and thus
regenerating the file.

5. Experimental Results

The above algorithm was implemented on JAVA platform
for 16 images stored in Oracle Database. The Retrieval
algorithm used was ‘Content Based Image Retrieval Using
Histogram, Entropy and Threshold’. A file 40 bytes was
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supplied as an input with the Key K supplied was 12345678.  [8]

Then a video consisting of 10 frames was formed accordingly. g}

After the process of steganography on the selected images

there was no human eye perceptible difference in the resulting [10]

image. The fps of video formed was set to 1 and hence a video

of 10sec was generated. This was passed through internet to a 1]

specified user. The file was completely recovered with no

errors when the passkey was correctly entered. If wrong [12]

passkey was more than 3 times then the video was corrupted.

Thus our proposed algorithm is an effective, reliable and [13]

secure one.

[14]

6. Conclusion

To summon up creation of the digital video, small size of
passkey along with adaptable features to input data are sure
features to make this algorithm a very good steganography
approach and provide it with very good opportunities. In
future this algorithm can be made to hide data in audio, use
higher mathematical functions, better validation along with
increase in number of frames.
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