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Abstract ---Database outsourcing to cloud storage servers is emerging trend among many firms and users. Cloud server stores the user data at various 
host Data centers, which are remotely located. Manyorganizations outsource their data management needs to an external service provider to relief the 
burden of storage management, universal data access with independent geographical locations, and avoidance of capital expenditure on hardware, 

software, personnel maintenance. While cloud computing makes these advantages more appealing than ever, it also brings new and challeng ing 
security threats to the outsourced data. Hence data owner does not have any control to ensure data security in host data centers. To ensure the data 
security and integrity in cloudstorage, until now, a large number of techniques have been proposed to address this problem, but all of them have their 

own inherent limitations. In this paper,Ciphertext policy attribute-based encryption (CP-ABE) is introduced a promising cryptographic solution to this 
issue. It enables data owners to define their own access policies over user attributes and enforce the policies on the data to be distributed. This 
effectively eliminates the need to rely on the data storage server for preventing unauthorized data access and integrity. The performance and security 
analyses indicate that the proposed scheme is efficient to securely manage the data stored in the data storage servers.  
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1.   INTRODUCTION 

loud storage is a model of networked online storage 

where data is stored in virtualized pools of storage 

which are generally hosted by third parties. Hosting 

companies operate large data centers, and people who 

require their data to be hosted buy or lease storage capacity 

from them. The data center operators, in the background, 

virtualize the resources according to the requirements of 

the customer and expose them as storage pools, which the 

customers can themselves use to store files or data objects. 

Physically, the resource may span across multiple servers. 

By outsourcing, organizations can concentrate on their core 

tasks and operate other business applications via the 

Internet, rather than incurring substantial hardware, 

software and personnel costs involved in maintaining 

applications in house. As data owners no longer physically 

possess the storage of their data, traditional cryptographic 

primitives for the purpose of data security protection 

cannot be directly adopted [6, 7]. In particular, simply 

downloading the data for its integrity verification is not a 

practical solution due to the high cost of input/output (I/O) 

and transmission across the network.W As people enjoy the 

advantages of these new technologies and services, their 

concerns about data security and access control also arise. 

Improper use of the data by the storage server or 

unauthorized access by outside users could be potential 

threats to their data. People would like to make their 

sensitive or private data only accessible to the authorized 

people with credentials they specified. 

              Attribute-based encryption (ABE) is a promising 

cryptographic approach that achieves a fine-grained data 

access control. [3]. It provides a way of defining access 

policies based on different attributes of the requester, 

environment, or the data object. Especially, ciphertext-

policy attribute based encryption (CP-ABE) enables an 

encryptor to define the attribute set over a universe of 

attributes that a decryptor needs to possess in order to 

decrypt the ciphertext, and enforce it on the contents [5]. 

Thus, each user with a different set of attributes is allowed 

to decrypt different pieces of data per the security policy. 

This effectively eliminates the need to rely on the data 

storage server for preventing unauthorized data access, 

which is the traditional access control approach of such as 

the reference monitor [1]. 

2.   RELATED WORK  

To ensure the data in storage servers, previously the 

simplest Proof of retrievability (POR) scheme[6] can be 

made using a keyed hash function hk(F). In this scheme the 

verifier, before archiving the data file F in the cloud storage, 

pre-computes the cryptographic hash of F using hk(F) and 

stores this hash as well as the secret key K. To check if the 

integrity of the file F is lost the verifier releases the secret 

key K to the cloud archive and asks it to compute and 

return the value of hk(F). Though this scheme is very 

simple and easily implementable the main drawback of this 

scheme are the high resource costs it requires for the 

implementation discussed in [7]. At the verifier side this 

involves storing as many keys as the number of checks it 

want to perform as well as the hash value of the data file. 

C 
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     Since the introduction of ABE in implementing fine-

grained access control systems, a lot of works have been 

proposed to design flexible ABE schemes. There are two 

methods to realize the fine-grained access control based on 

ABE: KP-ABE and CP-ABE.  They were both mentioned in 

[4] by Goyal et al. In KP-ABE, each attribute private  key  is  

associated  with  an  access  structure  that  specifies  which  

type  of ciphertexts the key is able to decrypt, and 

ciphertext is labeled with sets of attributes. In a CP-ABE 

system, a user’s key is associated with a set of attributes 

and an encrypted ciphertext will specify an access policy 

over attributes. The first KP-ABE construction [4]realized 

the monotonic access structures for key policies. 

Bethencourt et al. [2] proposed the first CP-ABE 

construction.  The construction [2] is only proved secure 

under the generic group model. To overcome this 

weakness, Cheung and Newport [3] presented another 

construction that is proved to be secure under the standard 

model. To achieve receiver-anonymity, Boneh and Waters 

[10] proposed a predicate encryption scheme based on the 

primitive called Hidden Vector Encryption. In this 

proposed scheme data owners need not be concerned about 

defining any access policy for users, but just need to define 

only the access policy for attributes as in the previous ABE 

schemes. 

3. CP-ABE BASED SECURED CLOUD 
STORAGE ARCHITECTURE 

In this section, first, we give a formal definition of our 

proposed scheme, and later we give the security model in 

which our scheme is proven to be secure. 

3.1.   System Description 

Fig. 1 shows the architecture of the data sharing system, 

which consists of the following system entities: 

 

Figure 1. CP-ABE based Storage Architecture 

Key generation center: It is a key authority that generates 

public and secret parameters for CP-ABE. It is in charge 

of issuing, revoking, and updating attribute keys for 

users. It grants differential access rights to individual 

users based on their attributes. It is assumed to be 

honest but curious. That is, it will honestly execute the 

assigned tasks in the system; however, it would like to 

learn information of encrypted contents as much as 

possible. Thus, it should be prevented from accessing 

the plaintext of the encrypted data even if it is honest. 

Data storing center: It is an entity that provides a data 

sharing service. It is in charge of controlling the accesses 

from outside users to the storing data and providing 

corresponding contents services. The data storing center 

is another key authority that generates personalized user 

key with the KGC, and issues and revokes attribute 

group keys to valid users per each attribute, which are 

used to enforce a fine-grained user access control. 

Similar to the previous schemes [2],[3],[4], we assume 

the data storing center is also semi-trusted (that is, 

honest-but-curious) like the KGC. 

Data owner: It is a client who owns data, and wishes to 

upload it into the external data storing center for ease of 

sharing or for cost saving. A data owner is responsible 

for defining (attribute- based) access policy, and 

enforcing it on its own data by encrypting the data 

under the policy before distributing it. 
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User: It is an entity who wants to access the data. If a 

user possesses a set of attributes satisfying the access 

policy of the encrypted data, and is not revoked in any 

of the valid attribute groups, then he will be able to 

decrypt the ciphertext and obtain the data. 

 

3.2.Ciphertext-Policy Attribute-Based Encryption 
and Access Format  

In our construction private keys will be identified with a 

set of descriptive attributes. A party that wishes to 

encrypt a message will specify through an access tree 

structure a policy that private keys must satisfy in order 

to decrypt. Each interior node of the tree is a threshold 

gate and the leaves are associated with attributes. A user 

will be able to decrypt a ciphertext with a given key if 

and only if there is an assignment of attributes from the 

private key to nodes of the tree such that the tree is 

satisfied. We use the same notation as[5] to describe the 

access trees ,even though in our case the attribute s are 

used to identify the keys(as opposed to the 

data).specified in the private key, while the ciphertexts 

are simply labeled with a set of descriptive. 

Access tree T structure : Let T be a tree representing an 

access structure. Each non-leaf node of the tree 

represents a threshold gate, described by its children 

and a threshold value. If num x is the number of 

children of a node x and k, x is its threshold value, then 

0 <kx = numx. When kx = 1, the threshold gate is an OR 

gate and when kx = numx, it is an AND gate. Each leaf 

node x of the tree is described by an attribute and a 

threshold value kx = 1. 

To facilitate working with the access trees, we define a 

few functions. We denote the parent of the node x in the 

tree by parent(x). The function att(x) is defined only if x 

is a leaf node and denotes the attribute associated with 

the leaf node x in the tree. The access tree T also defines 

an ordering between the children of every node, that is, 

the children of a node are numbered from 1 to num. The 

function index(x) returns such a number associated with 

the node x.Where the index values are uniquely 

assigned to nodes in the access structure for a given key 

in an arbitrary manner. 

Satisfying an access tree :Let T be an access tree with 

root r. Denote by Tx the sub tree of T rooted at the node 

x. Hence T is the same as Tr. If a set of attributes Y 

satisfies the access tree Tx, we denote it as Tx(Y) = 1. We 

compute Tx(Y) recursively as follows. If x is a non-leaf 

node, evaluate Tx (Y) for all children x of node x. Tx(Y) 

returns 1 if and only if at least kx children return 1. If x is 

a leaf node, then Tx(Y) returns 1 if and only if att(x) Є Y.    

Encrypt(PK,M,T ) :The encryption algorithm encrypts a 

message M under the tree access structure T . The 

algorithm first chooses a polynomial qx  for each node x 

(including the leaves) in the tree T . These polynomials 

are chosen in the following way in a top-down manner, 

starting from the root node R. For each node x in the 

tree, set the degree dx of the polynomial qx to be one 

less than the threshold value kx of that node, that is,dx = 

kx -1. Starting with the root node R the algorithm 

chooses a random s ? p and sets qR(0) = s. Then, it 

chooses Z dR other points of the polynomial qR 

randomly to define it completely. For any other node x, 

it sets qx(0) =qparent(x)(index(x)) and chooses dx other 

points randomly to completely define qx. Let, Y be the 

set of leaf nodes in T . The ciphertext is then constructed 

by giving the tree access structure T and computing 

CT = (T , C = Me(g,g)αs ,  C = hs , 

∀y∈ Y : Cy = gqy ,Cy = H(att(y))qy(0) ). 

KeyGen(MK,S). The key generation algorithm will take as 

input a set of attributes S and output a key that identifies 

with that set The algorithm first chooses a random r ? ,Z 

p and then random r ? Z for each attribute j ? S. Then it j 

p  computes the key  

SK = (D = g (α+r)/β, 
∀j ∈ S : Dj= gr· H(j)rj, Dj= g rj). 
 
Delegate(SK,S). The delegation algorithm takes in a 

secret key SK, which is for a set S of attributes, and 

another set S1 such that S1 Є S. The secret key is of the 

form SK = (D, ∀j ∈ S :  Dj,D1j ). Then algorithm chooses 

random the r˜and r ~k ∀ k Є S`. Then it creates a new 

secret key as 

SK~=(D~= Dfr, ∀k∈S~: Dk= DkgrH(k)rk,D~
k= D-

kgrk) 

The resulting secret key SK is a secret key for the set S. 

Since the algorithm re-randomizes the key, delegated 

key is equivalent to one received directly from the 

authority. 
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Decrypt(CT,SK). We specify our decryption procedure as 

a recursive algorithm. For ease of exposition we present 

the simplest form of the decryption algorithm and 

discuss potential performance improvements in the next 

subsection. We first define a recursive algorithm 

Decrypt Node(CT,SK,x) that takes as input a ciphertext 

 CT˜ = (T ,C˜, C, ∀y ∈ Y : Cy,C’y)  

   a private key SK, which is associated with a set S of 

attributes, and a node x from T . If the node x is a leaf 

node then we let i = att(x) and define as follows: If i ∈ S, 

then leaf node algorithm DecryptNode(CT,SK,x) 

proceeds as follows: For all nodes z that are children of 

x, it calls DecryptNode(CT,SK,z) and stores the output 

as Fz. Let Sx be an arbitrary kx- sized set of child nodes 

z.such that Fz ≠ ± . If no such set exists then the node was 

not satisfied and the function returns ±.If i  ≠  S, then we 

define DecryptNode(CT,SK,x)  =  ± . 

The KGC and the data storing center are involved in the 

user key issuing protocol as explained above. In this 

protocol, a user is required to contact the two parties 

before getting a set of keys. The KGC is responsible for 

authenticating a user and issuing attribute keys to him if 

the user is entitled to the attributes. The secret key is 

generated through the secure 2PC protocol between the 

KGC and the data storing center. They engage in the 

arithmetic secure 2PC protocol with master secret keys 

of their own, and issue independent key components to 

a user. Then, the user is able to generate the whole secret 

keys with the key components separately received from 

the two authorities. The secure 2PC protocol deters them 

from knowing each other’s master secrets so that none of 

them can generate the whole secret keys of a user alone. 

        The above Fine-grained access control systems 

facilitate granting differential access rights to various 

users and allow flexibility in specifying the access rights 

of individual users.  

 

4. CONCLUSIONS 

 We created a storage access policy system for 

Ciphertext-Policy Attribute Based Encryption. Our 

system allows for a new type of encrypted access control 

where user’s private keys are specified by a set of 

attributes and a party encrypting data can specify a 

policy over these attributes specifying which users are 

able to decrypt. Our system allows policies to be 

expressed as any monotonic tree access structure and is 

resistant to collusion attacks in which an attacker might 

obtain multiple private keys. Finally, we provided an 

implementation of our system, which included several 

optimization techniques and involved data owner in 

secured data security policies definition.  
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