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Abstract— Supervisory Control and Data Acquisition (SCADA) Systems are used to control and monitor physical processes in real time. It is specifical-
ly applied to monitor and control activities from remote end covering a wide geographical area. Examples of SCADA application are found in control and
supervision of devices behavior in transmission of electricity, transportation of gas and oil pipelines, water distribution, traffic lights and other systems
used as bases of modern society. Transmission Company of Nigeria (TCN) SCADA System, being a closed system seems to be free from external
threats, except perhaps the insider intrusion. In Nigeria, electricity industry deregulation has commenced and Independent Power Producers (IPPs) now
generate electricity into TCN Grid. There are also bulk electricity traders buying electricity for sale through TCN network. Data from these new entrants
into the industry would be remotely acquired through integration with TCN SCADA System. Integration with the existing SCADA System of TCN would
likely be through public communication Network and internet, etc. Migrating from a fairly secure closed SCADA System to an open SCADA System
comes with its security challenges. This paper examines the distinguishing characteristics of closed (isolated) and open (exposed) SCADA System using

the Transmission Company of Nigeria as a case study.

Index Terms — Protocols, Remote Terminal Units (RTU), Security, Supervisory Control and Data Acquisition (SCADA) System.

1 INTRODUCTION

NDUSTRIAL Control System (ICS) is a general term for

Iterm for Supervisory Control and Data Acquisition

tion (SCADA) Systems, Distributed Control Systems (DCS)
tems (DCS) and

Programmable Logic Controllers (PLC). SCADA Systems,

however, differ from DCS which are generally confined within

a factory floor or plant. SCADA Systems are used for geo-

graphically dispersed assets. The Transmission Company of

Nigeria SCADA System covers the entire country.

SCADA Systems are typically deployed in three main areas

(FORNET INC)) [1]:

1. Industrial process management — manufacturing, pro-
duction, chemical processes, power generation, fabrica-
tion, and refining industries.

2. Infrastructure management — water treatment and distri-
bution, waste water collection and treatment, oil and gas
pipelines, electrical power transmission and distribution,
large communication systems.

3. Facility management — offices, data centers, airports,
ships etc; monitor and control High Voltage AC (HVAC),
physical access, and energy consumption.

Processes in the fields are monitored and controlled remotely

as sensors in the Remote Terminal Units (RTUs) or Intelligent

Electronics Devices (IEDs) or Programmable Logic Controllers

(PLCs) gather analogue data, alarm, failure indication, etc,

digitalize the input and forward same to SCADA System

servers. The data is compiled and formatted into form suitable

for control room operation using a Human Machine Interface
(HMI) to make supervisory decisions to over ride normal Re-
mote Terminal Units (RTUs). The data may also be collected
and stored.

TCN SCADA Systems is proprietary and operates on proprie-
tary protocol for its communication. Like any SCADA System,
it monitors and controls hundreds of input/output points.
(Henta) [2].

With deregulation of electricity in Nigeria, an open market
that allows investors to participate in power generation and
distribution is exposing TCN SCADA System to potential vul-
nerability to attacks. As each investor integrates his Infor-
mation Technology (IT) System with TCN SCADA System
using open communication protocols, the TCN Transmission
SCADA System would no longer be a protected closed net-
work. It is intended to examine the distinguishing characteris-
tics of closed and open SCADA System using the Transmission
Company of Nigeria as a case study.

1.1 Related Works

Security is a major concern when a SCADA System migrates
from closed to open system. It is exposed to both enterprise
network of the host organization as well as other utility
SCADA systems that are integrated with it.

Several researches have been conducted on this subject matter.
Nordstrom [3], in his paper Assessment of Information Securi-
ty Levels in power communication systems using Evidential
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Reasoning, presented a framework for assessing information
security in power communication systems.

Hentea [2], in her paper, Improving Security for SCADA
Systems, provided an analysis of key development, architec-
ture, potential vulnerabilities and security concerns including
recommendations towards improving security of SCADA Sys-
tem. Choi et al. [4], in their paper entitled Advance — key
Management Architecture for Secure SCADA Communica-
tions, opined that any damage to SCADA System can have a
wide spread negative effect to society’. They went further to
investigate whether the existing key-management protocols
for SCADA Systems satisfy some requirements. The paper
proposed advance key-management architecture fitted for
SCADA communications.

Hahn et al [5], in their paper entitled An Evaluation of
Cyber Security Assessment Tools on a SCADA Environment,
researched into whether the methodologies and tools com-
monly used for traditional Information Technology (IT) sys-
tems are sufficient for the cyber security assessment needs in
power systems. The paper reviewed these assessments.
Axelrod [6], in the paper entitled, Applying Lessons from
Safety-critical Systems to Security-critical software, examined
Systems across the full spectrum of criticality — from non-
critical through security critical and safety-critical systems, in
terms of how they are engineered, i.e. looking at the processes
by which they are designed, built, deployed, operated, modi-
fied and decommissioned. He also discussed some of the de-
manding methods applied to strengthen safety-critical sys-
tems.

None of these papers examined an existing SCADA System
as a case study. The purpose of this paper among others is to
bridge the identified gap by using the Transmission Company
of Nigeria SCADA System as a case study.

2 METHODOLOGY

This work is basically explorative. The approach adopted in-
volved identification of the features of a closed SCADA Sys-
tem through the literature and by using the Transmission
Company of Nigeria (TCN) SCADA System as a case study.
The researchers further examined the distinguishing charac-
teristics SCADA System.

2.1 Typical Closed SCADA System Architecture

Fig. 1 presents a pictorial representation of the components of
a closed SCADA System. It basically consists of the Field and
the Master Station equipment. While sensors/actuators and
Remote Terminal Units (RTUs) form the field equipment, the
Master Terminal Units and the other servers are in the SCADA
Master Station. Communication links, such as Optic Fibre,
microwave radio, telephone lines, etc are the bridges between
the field and the SCADA Master station.
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The field equipment that are sited in a wide geographical area
through communication network and the master station
SCADA servers represent a typical closed SCADA System. It is
closed (isolated) as it does not interact with the utility Enter-
prise network (intranet LAN), internet or SCADA Systems of
the Independent Power Producers, Distribution companies,
etc.

A SCADA System performs four functions (SIEMENS) [7]:

1. Data Acquisition: Hundreds of sensors in the
SCADA System measure inputs into the System such
as state of a device — either ‘on” or ‘off’; trip wire
alarms, like a power failure; changes in voltage or
current of a field device; voltage level of batteries,
temperature threshold alarm. The sensors’ inputs are
encoded into protocol format by the RTUs which then
forward them to the SCADA master. Hence, RTUs are
interface between the sensors and the SCADA mas-
ters.

In turn the RTUs receive control commands in proto-
col format from the master and transmit electrical
signals to the appropriate control relays.

2 Data Communication: Early SCADA networks com-
municated over radio, modem or dedicated serial
lines. Today the trend is to put SCADA data on cyber
network. This will, however, expose the SCADA Sys-
tem to the internet with attendant vulnerability.

The SCADA System would then become open as
would be discussed later. Communication link by op-
tic fibre is generally widely used today because of its
various advantages which include low attenuation
and wide bandwidth. SCADA data is encoded in pro-
tocol format as SCADA Systems do not communicate
with just simple electrical signals. Protocol commonly
used in SCADA System are Modbus, Profibus and
Distributed Network Protocol (DNP3). (Powell). [8].

3 Data Presentation — A SCADA System reports to
human operators over a specialized computer that is
variously called a master station, a Human Machine
Interface (HMI) or as Human-computer Interface
(HCI). The SCADA master station has several differ-
ent functions. It continuously monitors all sensors
and alerts the operator when there is ‘alarm’ — that is,
when a control factor is operating outside its defined
boundary. It also performs data processing on infor-
mation gathered from sensors, maintaining report
logs and summarizes historical trend.

4. Control - SCADA System, through the master unit,
automatically regulates all kinds of industrial pro-
cesses. For example, electricity production can be ad-
justed to meet demands on the power grid. A full-
scaled SCADA System can adjust the managed sys
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tem in response to multiple inputs.
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Fig. 1 Pictorial Representation of SCADA Architecture
Source: Powell [8]

Four components perform these functions as shown in Fig. 2.

These are:

1. Sensors (either digital or analog) and control relays that
directly interface with the managed system.

2. Remote Terminal Units (RTUS) — These are small comput-
erized units deployed in the field at specific sites and loca-
tions. RTUs serve as local collection points for gathering
reports from sensors and delivering commands to control
relays.

3. Communication Network: It is the medium through
which signals from the RTUs are transported to the
SCADA Master Terminal Unit using communication
means such as optic fibre, microwave, dial-up, etc.

4. SCADA Master Units: Also called Master Terminal Unit
(MTU). These are larger computer consoles that serve as
the central processor for the SCADA System. Master Units
provide a human interface to system and automatically
regulate the managed system in response to sensor inputs.
It is connected to the RTUs in the field by the Communica-
tion network

2.2 TCN SCADA System as a Typical Closed System

TCN SCADA System uses software called SINAUT Spectrum
by SIEMENS Company. It is a proprietary SCADA Software.
The word ‘SINAUT’ stands for SIEMENS Automation. The

software is based on up-to-date hardware for servers and
workstations which use a UNIX operating system environ-
ment. UNIX offers a powerful programming environment that
provides users access to a very large spectrum of application
programs such as editing and text formatting tools. A specific
advantage of SINAUT Spectrum is its capacity to distribute
tasks over several servers and workstations. With this feature,
high computer performance and larger main and external
memory capacities are available.

SCADA
MASTER MTU HMI
N STATION
Crptic Fibre
COMM LTNE ~
- —  NTicre Wave
Radio
—  Tial-up
—
RTU
FIELD _<
SEMSOR
S/ACTUA
~ TORS

Fig. 2 Block Diagram of SCADA Architecture

Source: Powell [8]

Fig.3 below depicts the structure of SINAUT Spectrum soft-
ware. There are 4 layers.

The inner most layer is UNIX operating system which is in-
stalled on each server and workstation that make up the
SCADA System. Next to the innermost layer are the System
programs developed by using the UNIX utilities. UNIX utili-
ties are programs and commands which communicate with
the operating soft bus/Database access System in the third lay-
er while the fourth layer is the SCADA and EMS (Energy
Management System) where SCADA operators perform his
supervisory, data acquisition and control.

2.3 Architecture of TCN SCADA System

The TCN SCADA System Architecture is shown in fig. 4.
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Fig. 3: Structure of SINAUT Spectrum Software
Source: SIEMENS [7]

It consists of the Field Device and the Process supervi-
sion/control layers. In the figure, RTU represents the lowest
layer where the field devices are monitored. Data gathered
from the field is transported through communication media
with the aids of appropriate protocols.

The data is collated further on the DAS Server in the Pro-
cess supervision/control layer. The following are the functions
of the servers installed in the Process/control layer:

COM Server (Communicator) — It performs data processing
and supervisory control.

ADM Server (ADM/HFD) - This is the database for all serv-
ers. Other servers are updated by the ADM Server. It also per-
forms Historical and Future Data (HFD) management.

MMI (Man Machine Interface) — It mainly provides visualiza-
tion and operator control functions for the network control
system. It also provides various workstation services such as
word processing, calendar management, spreadsheet, etc.
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Fig. 4: TCN SCADA System Architecture
Source: SIEMENS [7]

Data Acquisition Server (DAS) — a subsystem for data gather-

ing from the field.
Generation Control Server (GCS) — It performs control and
scheduling of system generation.

2.4 Feature of Open SCADA System Architecture

Fig.5 below is a schematic diagram of an open SCADA System
as conceptualized for the deregulated electricity industry in
Nigeria.

It depicts integration of SCADA System of other electricity
companies (Distribution and generation) with the existing
closed (isolated) SCADA System of the Transmission Compa-
ny of Nigeria using communication media such as optic fibre,
microwave, high tension power lines, etc. These external
SCADA Systems of other independent power producers and
distributors of electricity must interact with the TCN System
by virtue of electricity deregulation in Nigeria.
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Fig. 5: Block diagram of a Typical Open SCADA System
Source: Alade [9]

Integrated with the same existing SCADA System is the
Transmission Company’s Enterprise LAN which through
router gateway is connected to the internet.

3 DISCUSSIONS

In power system, integration of several utilities’ equipment
has the advantages of having
e arobust, stable, reliable and efficient interconnected
network
e  an economic system
e aresource sharing mechanism with the enterprise
computers network and other utilities” SCADA sys-
tems
A major draw- back of an open SCADA System is its vulnera-
bility to both internal and external threats as highlighted in the
literature review.
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How to secure ‘safety and security-critical infrastructure’ such

as electricity generation, transmission and distribution equip-

ment and building is stimulating a lot of researches recently.

As shown in Fig. 4, an open SCADA system is vulnerable to

attacks from three main fronts — Fig. 5):

a. Enterprise LAN network and the closed SCADA system
through the field sensors, actuators and measurands con-
nected to the RTU and linked by communication to the
master station.

Internet — cyber attack

c. External SCADA systems
4 CONCLUSION

Exposure of TCN SCADA System to enterprise LAN and inte-
gration with other SCADA systems for any reason automati-
cally changes its status. Its defense system becomes vulnerable
as an open SCADA system.

There have been several researches on SCADA system secu-
rity with emphasis on building of firewalls against external
attacks and general cyber security.

However, research gap has been identified in area of possi-
ble attacks from the field sensors and actuators connected to
the Remote Terminal Units (RTUs) - Fig. 2. Target of such
attacks will be the communication protocol between the RTU
and the Master Terminal Unit (MTU). Common protocols used
for SCADA system include Profibus, Modbus and Distributed
Network Protocol 3 (DNP 3). These protocols vary in their
complexities and vulnerability, hence comparative investiga-
tion of their vulnerabilities, threats and appropriate defence is
recommended for further works.
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